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Abstract

Large language models (LLMs) excel at many general-purpose nat-
ural language processing tasks. However, their ability to perform
deep reasoning and mathematical analysis, particularly for com-
plex tasks as required in cryptography, remains poorly understood,
largely due to the lack of suitable data for evaluation and training.
To address this gap, we present CryptoQA, the first large-scale
question-answering (QA) dataset specifically designed for cryp-
tography. CryptoQA contains over two million QA pairs drawn
from curated academic sources, along with contextual metadata
that can be used to test the cryptographic capabilities of LLMs
and to train new LLMs on cryptographic tasks. We benchmark 15
state-of-the-art LLMs on CryptoQA, evaluating their factual accu-
racy, mathematical reasoning, consistency, referencing, backward
reasoning, and robustness to adversarial samples. In addition to
quantitative metrics, we provide expert reviews that qualitatively
assess model outputs and establish a gold-standard baseline. Our
results reveal significant performance deficits of LLMs, particularly
on tasks that require formal reasoning and precise mathematical
knowledge. This shows the urgent need for LLM assistants tai-
lored to cryptography research and development. We demonstrate
that, by using CryptoQA, LLMs can be fine-tuned to exhibit better
performance on cryptographic tasks.

Keywords
datasets, large-language models, cryptography

1 Introduction

Artificial intelligent (AI) assistive tools, particularly those based on
large language models (LLMs), are fundamentally reshaping how
we interact with, design, and apply scientific methods [57, 109]. In
recent years, LLMs have achieved remarkable progress on a broad
spectrum of natural-language-processing (NLP) tasks, including
text comprehension, generation, and reasoning [4, 32, 50, 80, 85,
104]. One of the reasons for this success is the ever-increasing
availability of web-crawled language datasets that can be used for
training and evaluation. In contrast, training LLMs or assessing
their abilities to solve tasks from specialised fields, such as cryptog-
raphy, remains a challenge [54, 63, 77, 105] because domain-specific
datasets are often not available. Nevertheless, in practice, LLMs are
used for domain-specific tasks in nearly every field. For example, in
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our survey, an overwhelming number of cryptographers reported
using LLMs daily for their work (cf. Section 5). Our survey aligns
well with recent research that discusses the growing adoption of
LLMs in cryptography research and practice [5, 75]. Naturally, using
LLMs for domain-specific tasks without a good understanding of
how correct the answers are poses a significant risk. The danger of
wrong answers remaining unnoticed is particularly high for LLMs,
given their impressive performance on NLP tasks and the resulting
trust in LLMs that many of us have developed in recent years [37].
For cryptographic tasks, these errors in model outputs can have
substantial consequences, potentially leading to flawed analyses, in-
correct proofs, or vulnerabilities in cryptographic protocols [28, 39].
Beyond technical risks, such errors carry broader social implica-
tions, as cryptography underpins secure communication, financial
transactions, and digital privacy. Inaccurate reasoning by LLMs
could compromise data security, undermine public trust in digital
systems, or facilitate malicious exploitation [25, 90]. This highlights
the critical need for evaluating LLM capabilities and limitations in
cryptography for the following key reasons:

Assessing reliability. The reliability of LLM predictions is cru-
cial for both expert and non-expert users in cryptography. Non-
experts—such as software developers or engineers who implement
or modify cryptographic protocols—may fail to detect incorrect
model outputs, potentially introducing security vulnerabilities. Al-
though experts, such as cryptography researchers, are more likely
to identify erroneous predictions by consulting the relevant litera-
ture, inaccurate responses may still mislead them initially, reducing
research efficiency and slowing the broader adoption of LLMs in
cryptographic practice.

Guiding model design. Identifying the failure modes of cur-
rent models allows the development of specialised architectures,
pre-training strategies, and domain-specific corpora that improve
the performance of LLMs on cryptographic tasks.
Benchmarking progress. Standardised evaluations on recognised
benchmarks are required for cryptographers to track improvements
over time and to make informed decisions regarding the suitability
of models for different use cases.

A foundational step towards LLM-assistance in cryptography
is creating large-scale, domain-specific datasets that capture the
nuanced knowledge and reasoning patterns essential for crypto-
graphic tasks, and that can then be used for the evaluation and
training of Al models. We therefore introduce CryptoQA!, the first

'We publicly release the dataset and source code to ensure reproducibility and facilitate
future research at [10]. We provide our implementation as a self-contained Python
notebook designed to run seamlessly on Google Colab, requiring no prior environment
configuration. This design choice ensures full reproducibility while lowering the tech-
nical barrier for practitioners. In particular, the notebook is tailored for cryptographers
who may not have prior experience with machine learning or Al toolchains.
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Figure 1: Our new dataset CryptoQA is the first large-scale cryptography dataset with over 2.5M QA pairs with rich metadata, i.e.,
different topics, categories, sources, and types of QA pairs (cf. Section 3). We use CryptoQA to quantitatively and qualitatively
evaluate existing state-of-the-art LLMs for their cryptographic capabilities, such as factuality and mathematical reasoning,
w.r.t. different metrics (cf. Sections 4 and 5). (Icons generated by deepai.org.)

large-scale cryptography dataset comprising more than two mil-
lion question-answer (QA) pairs that span all major sub-fields of
cryptography (see Fig. 1). While existing datasets rely primarily on
deterministic or expert-validated approaches to ensure reliability,
they are often limited in scale and domain coverage. In contrast,
we ensure high-quality data by only drawing content from peer-
reviewed articles, such as journal articles, textbooks, or conference
proceedings. To cover a wide variety of journals and conferences,
and to consistently add metadata to the articles, we started with ar-
ticles from the International Association for Cryptologic Research’s
(IACR) ePrint Archive [48]. The eprints were then matched with
peer-reviewed articles, and the peer-reviewed version was used
for our dataset, along with the corresponding metadata from [48],
e.g., topics and sources(cf. Section 3 for more details). This allowed
for a scalable and consistent annotation without incurring the cost
of manual labelling (cf. Section 3 for more details). In total, we
collected 1388 documents and corresponding metadata, spanning
textbooks 82, books 216, and conference proceedings 1088. Since
generating QA pairs for this large collection of cryptographic data
cannot feasibly be achieved through manual annotation, we use an
LLM, namely DeepSeek-V3 [69], to generate the QA pairs automat-
ically (cf. Section 3.2 for more details on the QA pair generation).
We ultimately received 1067 690 pairs of questions and answers
from cryptography, which we are included in our dataset Cryp-
toQA under type = original. By applying transformations such
as paraphrasing, backward reasoning, and adversarial modifica-
tions to these pairs (cf. Section 5), CryptoQA [10] includes in total
~ 2.5M QA pairs.

We then use our dataset CryptoQA to evaluate state-of-the-art
LLMs, both quantitatively and qualitatively, on the capabilities?

2LLM ability is the capacity to perform a task, like mathematical reasoning, while capa-
bility is the effective and efficient application of that ability, often in a specific context,
such as solving a set of math problems in a dataset. The analyses and results presented
in this paper reflect observed capabilities of LLMs rather than their underlying abilities.
In particular, our results provide valuable insight into how models perform in applied
settings, but cannot fully capture the intrinsic reasoning or generalisation capacities

most pertinent to cryptography: factuality, mathematical reason-
ing, consistency, referencing, backward reasoning and robustness.
Our experiments reveal significant performance gaps, highlight-
ing the need for continued research and specialised training to
enable effective LLM integration in cryptography-related research
and development. For instance, our top-performing LLM, Qwen2.5-
72B-Instruct [85], only achieved approximately 70% accuracy on
general cryptographic questions across the entire dataset, while
its performance on mathematically oriented questions was lower,
around 60%. To complement our quantitative results, we report
a qualitative evaluation (N = 50 participants) involving domain
experts in cryptography with different expertise levels (BSc, MSc,
and PhD). This expert review sets a gold standard® for human per-
formance, assessing LLM response quality along dimensions such
as correctness, completeness, and clarity. Our evaluation shows
that state-of-the-art LLMs perform on par with trained M.Sc. stu-
dents in cryptography, but lag behind domain experts, such as
senior researchers, on tasks that require deep cryptographic knowl-
edge, mathematical reasoning, and complex cross-domain inference.
LLMs excel at conceptual and textbook-style questions but struggle
with more advanced topics.

Overall, our evaluation enables us to compare and rank the cur-
rent state-of-the-art LLMs in terms of their capabilities to correctly
and completely solve cryptographic tasks. We expect our results to
provide a good indication for researchers and non-experts on which
LLMs to use for their cryptography-related questions. Additionally,
we expect that future LLMs can be tested against CryptoQA using
our implementation, included in [10]. Moreover, CryptoQA can-
not only be used to test LLMs, but also to improve future LLMs
by integrating CryptoQA into the training set or by fine-tuning
already existing models. For our proof concept, we follow the latter

of the models. Establishing reliable methods to disentangle and measure fundamental
abilities remains an open research challenge for LLMs in general.

3In NLP, a gold standard is a dataset or annotation considered authoritative and of the
highest quality, typically verified through human evaluation by experts, and used as
the definitive reference for model assessment.
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approach and fine-tune the model that performed best in our evalu-
ation, namely, Qwen2.5-72B-Instruct [85]. Our results show that
the fine-tuned model outperforms its generic version by 7-13% on
different evaluation metrics.

Our Contributions.

« We present CryptoQA, the first large-scale, domain-specific
question-answer dataset tailored to cryptography. The dataset
comprises over two million high-quality QA pairs extracted and
refined from cryptographic literature, along with their metadata,
to facilitate nuanced analyses and the training of Al models across
cryptographic subdomains.

» We perform a systematic evaluation of 15 state-of-the-art LLMs
with respect to their capabilities in cryptographic reasoning.
Across our experimental evaluation, the Qwen2.5-72B-Instruct
model consistently achieves the highest performance across the
majority of cryptographic tasks. Additionally, future LLMs can
be tested using CryptoQA, providing a standardised framework
for benchmarking and facilitating progress toward Al-assisted
cryptography.

» We demonstrate that training (or fine-tuning existing) LLMs on
CryptoQA yields a significantly improved performance in cryp-
tographic tasks compared to standard LLMs. For instance, fine-
tuning Qwen2.5-72B-Instruct yields an improvement of 7-13%
across the evaluated metrics (cf. Section 5).

2 Related Work
2.1 Assistive Tools for Cryptography

A variety of assistive tools have long underpinned cryptographic
research and development. Formal verification frameworks such as
ProVerif [18], Tamarin [74], DY* [15] and CryptoVerif [17] enable
symbolic analysis of cryptographic protocols, while proof assistants
like Coq [24] and Isabelle/HOL [76] support the construction and
verification of cryptographic proofs. Mathematical software such
as SageMath [34] is also widely employed for number-theoretic
and algebraic computations. Although these tools are powerful,
they are highly specialised and narrowly scoped, often demanding
deep expertise to operate effectively on these tasks rather than for
general-purpose cryptography. Recently, researchers in the cryp-
tography community have begun to explore LLMs as assistive tools
for a broader spectrum of tasks [61, 88]. LLM assistants promise
general-purpose support via natural-language interfaces, lowering
the barrier to entry for non-experts and accelerating workflows for
seasoned practitioners [88]. However, despite this potential, due
to the lack of datasets, current LLMs have not yet been rigorously
evaluated in cryptography, where correctness, precision, and con-
textual understanding are paramount. As such, their utility remains
largely anecdotal, underscoring the need for dedicated evaluation
benchmarks and metrics.

2.2 Cryptography-related Datasets

As the capabilities of LLMs have advanced rapidly, the demand for
diverse and challenging QA benchmarks to train and evaluate them
has grown [89]. Despite increasing interest in applying LLMs to
cryptography, the field still lacks datasets that assess general cryp-
tographic reasoning. Existing resources focus on specialised tasks
with limited samples rather than broad QA evaluation. For example,

the CipherDataset [77] comprises 654 test cases of classical ciphers
(e.g., Caesar, Vigenere) and evaluates LLM decryption capabilities.
Similarly, CipherBank [63], containing 2,358 problems based on
nine symmetric ciphers. Maskey et al. [73] expanded this line of
work with a cryptanalysis benchmark that includes both classical
and modern schemes (AES, RSA) across 4,509 samples, demonstrat-
ing that LLMs struggle with any cipher requiring key inference or
non-trivial algebraic manipulation. Other datasets — CipherSpec-
trum [102], SecBench [54], USTCTFC2016 [96], CIC-IDS2018 [94],
CIC-10T2022 [30], Bot-IoT [56], ISCX-VPN2016 [38], and ISC-Tor2016
[59] - focus on network-security topics such as malware commu-
nications, intrusion detection, botnet traffic, and VPN/Tor traffic.
Further datasets - such as SecQA [71] AICrypto [97], NYU CTF [93],
CVE-Bench [112], PentestGPT [33] and CyberGym [100]- bench-
mark some LLM capabilities but remain limited in size (< 1K manual
samples).

While cryptography-specific QA resources remain scarce, the
broader mathematical-QA domain has seen substantial develop-
ment. Early work by Kushman et al. introduced 514 algebra word
problems sourced from student queries on algebra.com [58]. Roy
et al. contributed the IL dataset with 1,404 elementary-level arith-
metic problems and the CommonCore dataset [92] containing 600
multi-step problems. The large-scale AQuA-RAT dataset offers over
100,000 multiple-choice questions with rationales, partially derived
from standardised tests (GMAT, GRE) and expanded via crowd-
sourcing [68]. To address data-quality concerns, MathQA [7] re-
fined 37,000 math problems with formal operation annotations.
Finally, GSM8K [26] provides 8,500 middle-school-level math word
problems accompanied by natural-language solutions.

Although all of these datasets represent important advances,
they are highly specialised, typically concentrating on particular
cipher families or narrowly defined tasks. Moreover, most oper-
ate at purely syntactic, symbolic or mathematical levels, without
addressing the broader dimensions of modern cryptography. Conse-
quently, a substantial gap remains for a comprehensive, large-scale
cryptography QA dataset that enables both knowledge-based and
computation-based evaluation across a wide spectrum of crypto-
graphic concepts.

3 The CryptoQA Dataset

The collection of high-quality data corpora is essential for effective
training and evaluation of Al models. Prior research [1, 44, 62, 111]
emphasised that corpora with the characteristics of an exemplary
textbook for human learners tend to yield superior performance
compared to unstructured, heterogeneous, or domain-agnostic text
corpora. Over the years, the academic community has produced an
extensive collection of scientific literature and textbooks that serve
as authoritative resources for human learning (cf. Section 2). Moti-
vated by this, we have constructed a large-scale, domain-specific
textual corpus centred on cryptography. The curation process in-
volves the targeted collection of content from trusted scholarly
sources, followed by rigorous preprocessing to ensure that the
resulting dataset is suitable for downstream tasks such as LLMs’
evaluation and training.



3.1 Dataset Collection

To ensure the scientific quality and consistency of our data, we
sourced articles from the IACR ePrint archive [48], which provides
access to a wide range of cryptography publications. We then iden-
tified their corresponding peer-reviewed versions (if available) and
included only the peer-reviewed versions in our collection. To en-
sure linguistic consistency and high data quality, we limited the
dataset to English-language publications, excluding non-English
works and specific publication types, such as university theses and
commemorative publications. The data acquisition consisted of two
main steps: (1) Download of the full document (e.g. pdf), and (2)
retrieval of metadata for each publication. This resulted in a total of
1388 documents and corresponding metadata, spanning textbooks
(82), books (216), and conference proceedings (1088). In total,
we downloaded 34 998 individual chapters with the correspond-
ing metadata (1200 textbook chapters, 2855 book chapters, and
30 943 proceeding chapters). This corpus forms the backbone of
our dataset construction pipeline and enables the generation of
cryptography-specific question-answer pairs at scale.

3.2 QA Generation

The generation of QA pairs at the scale required for this work cannot
feasibly be achieved through manual annotation. In addition, the
use of LLMs for dataset creation has recently gained momentum
due to their scalability and increasing fluency in domain-specific
content generation [6]. Consequently, we adopt a fully automated
pipeline leveraging LLMs for QA data generation.

Model Selection. To produce high-quality and contextually rele-
vant QA pairs, we utilised DeepSeek-V3 [69] as our base model. We
selected DeepSeek-V3 as the generative model due to its favourable
balance of performance, cost, and openness. DeepSeek-V3 is a 671-
billion-parameter sparse Mixture-of-Experts (MoE) model that em-
ploys a transformer-based architecture with Multi-Head Latent
Attention. It achieves competitive results on English benchmarks,
outperforming or matching proprietary models in key areas like
code generation and mathematical reasoning, and surpassing them
in other tasks [69]. In addition, DeepSeek-V3 supports a maximum
context length of 64k tokens (input + output), with an output token
cap of 8k (cf. Table 1 for a comparison with other LLMs). This high-
context window allows us to process complete chapters with mini-
mal truncation, preserving semantic coherence during generation.
Most importantly, we selected DeepSeek-V3 as the ground-truth
answer generator in our evaluation pipeline since it consistently
produces concise and precise responses [69], which are particu-
larly suitable for use as reference answers in automatic evaluation
frameworks; when applying metrics such as BLEU and ROUGE (cf.
Section 4), the evaluation process typically relies on the overlap of
specific n-grams between the generated candidate response and
the reference. If the ground-truth answers are unnecessarily ver-
bose or contain redundant information, they may introduce noise
into these n-gram-based comparisons, allowing evaluation metrics
to more accurately capture the quality of candidate models’ out-
puts. However, in cases where answers inherently require extended
explanations—such as formal proofs—DeepSeek-V3 prioritises con-
tent completeness over strict adherence to formatting constraints,
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through its "scoring policy’ and ’soft constraints’, producing longer
outputs to preserve correctness and semantic fidelity [69]%.
Querying Strategy. In-context learning (ICL) [42] is a prompting-
based paradigm wherein examples of a desired task are embedded
directly into the prompt to guide the output generation of an LLM
without updating its internal parameters. This technique narrows
the solution space by demonstrating a target behaviour, effectively
enabling task conditioning within a single forward pass of the model
[20]. ICL typically takes the form of N-shot prompting, where N
examples are provided to steer the model’s behaviour toward a
specific output format or style. In our work, we adopt zero-shot
prompting to generate structured QA pairs from the backbone
dataset (i.e. the full chapters). Zero-shot prompting is the minimal
case of ICL, where the 'context’ consists only of natural language
task instructions, e.g. a format schema. In addition, our genera-
tion approach is loosely inspired by retrieval-augmented generation
(RAG) [60] techniques. In classical RAG, a retrieval system first
selects a small number of relevant documents based on a query,
and these are then provided as context to a generative model. This
grounding improves factual accuracy and mitigates hallucination
by anchoring generation to source material. In our work, we adapt
this idea by processing chapters as grounding sources for the gener-
ation of QA pairs, making our approach deterministic, as opposed
to retrieval-selective. It also ensures that QA pairs are generated
uniformly across the corpus, promoting balanced topic representa-
tion and enhancing the dataset’s utility for fine-grained analysis
and evaluation of cryptographic reasoning. In addition, the prompt
requested at least 25 question—answer pairs per chapter, thereby
mitigating under-generation caused by vague or poorly specified
instructions.

DeepSeek-V3 responses are returned in this Markdown format with
LTgX syntax (cf. Appendix B and Appendix H for more examples):

QA example:

**Q**: Show that if one-way functions exist, then
\(\mathsf{P} \neq \mathsf{NP}\).

A If  $\mathsf{P}=\mathsf{NP}$, then for
any polynomial-time function $f$, the language
$L_f=\{y \mid \exists x:\, f(x)=y\}$ lies in
$\mathsf{P}$. By standard search-to-decision reductions,
a polynomial-time decision algorithm for $L_f$ implies
a polynomial-time algorithm that recovers a preimage
$x$ for any $y$, making $f$ efficiently invertible. Hence,
no polynomial-time function can be one-way under
$\mathsf{P}=\mathsf{NP}$, and thus the existence of
one-way functions implies $\mathsf{P}\neq\mathsf{NP}$.

Despite prompting for a consistent format, minor deviations
were present in the outputs. To ensure comprehensive coverage
and account for DeepSeek-V3’s inconsistency, we therefore assert
the number of generated QA pairs per chapter and re-queried the

“Reliance on a single model for ground-truth generation introduces a potential bias
toward the linguistic and stylistic patterns of DeepSeek-V3, which should be taken
into account when interpreting evaluation outcomes. Hence, in Section 5, we report
this source-model bias and further discuss this limitation.
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LLM when fewer pairs were produced. The same process was ap-
plied for format inconsistencies to avoid ill-structured responses
by employing regular expressions.

3.3 Dataset Statistics

This generation yielded 1,067,690 QA pairs after removing dupli-
cates and near-duplicates (e.g., arising from LLM-generated vari-
ations of similar content). Each QA pair is augmented with the
following metadata (cf. Appendix A for further statistics):

» Topics: We used the IACR ePrint Archive Metadata Harvesting
[48] feature to set the different author-specified topics. The pre-
defined topics are: Applications, Cryptographic Protocols,
Foundations, Implementation, Secret-key Cryptography,
Public-key Cryptography, and Attacks and Cryptanalysis.
A few QA pairs were assigned Other when no topic was available.
Categories: We then specified categories - Word (assigned to
863,074 QA pairs) and Math (assigned to 204,616 QA pairs) - to
describe the nature of the question based on the presence of
mathematical calculations (specified by KIEX symbols).
Sources: We report the source’s DOL Each file was further sorted
into one of three categories: Textbooks, Books, and Conference
Proceedings. Although textbooks and books contributed signifi-
cantly to the backbone corpus, their representation in the final
dataset is somewhat lower. This under-representation is primarily
a consequence of the filtering phase, during which duplicate and
near-duplicate QA pairs were removed. Since textbooks and books
tend to cover foundational and overlapping material (e.g., defini-
tions of standard cryptographic primitives or the explanation of
classical algorithms), they naturally produced more redundant
questions compared to more diverse and novel content found in
conference proceedings. This distribution reflects the dominant
role of conference proceedings in contemporary cryptographic
research, both in terms of volume and diversity of content.
Types: We further indicate whether the QA pair is Original (i.e.
directly extracted from the source, ~ 1.2M samples) or modified,
e.g. Paraphrased (~ 1.2M samples) or injected with Adversarial
(= 1K samples) or Backward examples (~ 1K samples) (cf. Section 5
for further details).

This annotation allows for targeted training and evaluation of
models on different question modalities. Accordingly, we parti-
tioned the CryptoQA dataset into training and testing subsets using
an 80:20 ratio. During the split, particular care was taken to preserve
the metadata distribution across the two subsets (cf. Appendix A).

4 Evaluation of Existing LLMs

In this section, we describe the experimental framework employed
to assess the cryptographic reasoning capabilities of state-of-the-art
(SOTA) LLMs. Specifically, we detail how models were evaluated
using the CryptoQA dataset, including the candidate models and
the metrics used to quantify performance, enabling insight into the
models’ specific strengths and limitations in cryptography.

4.1 LLM Candidates

We evaluate 15 LLM candidates for benchmarking, with open-
source and closed-source LLMs. The choice follows CipherBank’s
[63] candidate LLMs with certain models substituted by recent

versions and complemented by the inclusion of more recent state-
of-the-art LLMs (i.e. the most queried on OpenRouter [81], cf. Ap-
pendix C for more details):

» Open-Source LLMs: Mistral AI's Mixtral-8x22B Instruct
[50], Alibaba’s Qwen2.5-72B-Instruct [85], DeepSeek-V3 [69],
and DeepSeek-R1 [32].

» Closed-Source LLMs (API access): Meta’s Llama-3.1-70B-
Instruct and Llama-3.3-70B-Instruct [4], OpenAI’s GPT-40
and 40-mini [47], OpenAI's o1 and o1-mini [79], OpenAI's GPT-5
[80], and X-AI's grok-4 [104], DeepMind’s Gemini-
2.5-Pro and Gemini-2.5-Flash [29], and Anthropic’s
Claude-Sonnet3.5 [8].

All models were evaluated with a fixed temperature of 0.2 and
top-p sampling set to 1.0 to encourage deterministic behaviour
(further information can be found in Table 1). The evaluation was
conducted on the test split of CryptoQA and the LLMs provided by
OpenAI’s OpenRouter API [81].

4.2 Evaluation Metrics

For quantitative assessment, we report the following evaluation
metrics:

« BLEU evaluates how closely a generated text matches one or
more reference texts [83]. BLEU measures n-gram precision, i.e.,
how many contiguous sequences of n words in the candidate
output also appear in the reference text (i.e. the CryptoQA answer).
BLEU does not consider semantic meaning and penalises valid
paraphrases that use different wording. In this work, we utilise
the default NLTK configuration [16].

ROUGE compares overlaps between the generated and reference
texts [67]. It focuses on recall rather than precision, though some
variants consider both: ROUGE-N measures the n-gram recall
e.g., ROUGE-1 for unigrams, ROUGE-2 for bigrams. ROUGE-L is
based on the longest common subsequence between the candidate
and reference text. ROUGE is good for measuring coverage of
reference content. However, like BLEU, it is based on surface form
overlaps and does not handle paraphrasing or semantics well. In
this work, we calculated ROUGE-1, ROUGE-2, ROUGE-L and
ROUGELsum (i.e. a summarisation-oriented variant of ROUGE-L
that treats the whole answer as one sequence rather than sentence
by sentence).

Perplexity [49] is a standard measure of how well a language
model predicts a given sequence of text. It evaluates the model’s
uncertainty when generating tokens.

METEORscore [12] is a text evaluation metric that goes beyond
exact word matches by considering stems, synonyms, and order,
giving a more human-aligned quality score.

BERTscore measures semantic similarities between texts using
deep contextual embeddings from BERT [35]. Then, the cosine
similarity is calculated between tokens, and the best matches
are aggregated to produce a final score (precision, recall, and F1
variants).

LLM-as-judge [36] uses an LLM to compare outputs or score
them against rubrics (e.g. a 10-point scale). This approach offers a
scalable and flexible approach to evaluating generated text. They
provide consistent, semantically informed judgments and reduce
reliance on costly human evaluation [86]. We used our base model



DeepSeek-V3 as well as other models as judges (cf. Section 5 and
Appendix F).

+ Human evaluation refers to the process of systematically as-
sessing model outputs by domain experts to establish a reliable
benchmark for performance [99]. In our study, cryptographers,
spanning different expertise levels, manually evaluated randomly
sampled questions drawn from the dataset distribution.

Finally, while each LLM evaluation metric is effective for tar-
geted comparisons, they should be viewed as complementary rather
than definitive. To ensure a balanced assessment, we report all the
above metrics to assess lexical overlap (BLEU, ROUGE1 ROUGE2,
ROUGEL, ROUGESum, and METEOR), semantic embedding sim-
ilarity (BERT-precision, BERT-recall, and BERT-F1), fluency and
uncertainty (perplexity), as well as holistic human and human-like
(LLM-as-judge) evaluations in Appendix L. In Section 5, we mainly
focus on four key metrics (i.e. ROUGEL, BERT-F1, LLM-as-judge,
and human evaluation) to maintain clarity, highlighting the most
informative aspects of model performance.

5 Results

In this section, we present and analyse the results of our evaluation
of the LLM candidates on the CryptoQA dataset with our evaluation
metrics, providing a multifaceted view of the models’ capabilities.

Firstly, we report our evaluation metrics for our candidate LLMs
under different setups, by comparing the LLMs generated responses
to our CryptoQA’s answers to: (1) the entire test set, (2) the different
stratifications of the test set accross the different metadata, (3) the
paraphrased questions, (4) the test set given the source for refer-
encing, (5) the backward reasoning subset, and (6) the adversarial
subset. Secondly, we report the results of our user (expert) sur-
vey for: (i) a gold standard (i.e. human baseline) by comparing the
human answers vs the LLM answers on our subset with different
expertise levels, (ii) a human evaluation of the dataset quality, and
(iii) a human evaluation for the LLM responses. All metrics range
from 0 to 1, where higher values are better (except for perplexity,
where values are normalised, the lower the better). See Appendix H
for sample examples.

5.1 Quantitative Results

Leveraging the dataset’s rich metadata, which enables detailed
structural and semantic analysis, we evaluated the candidate LLMs
across a set of capabilities identified as critical for cryptography.
These evaluations were performed by partitioning the dataset ac-
cording to its metadata attributes, allowing fine-grained assessment
of model performance across distinct tasks. For example, isolat-
ing math questions from word questions allows us to assess an
LLM’s mathematical reasoning capabilities independently, rather
than conflating them with its broader cryptographic performance.
Accordingly, we partitioned the dataset using all our metadata,
enabling systematic evaluation across the full range of annotated
dimensions.

We assess all capabilities on the CryptoQA test split (with type
‘original’), except for paraphrasing consistency, backward reasoning,
and robustness. For the latter three, we crafted some data samples
by modifying some of our dataset samples and labelling them with
a different type attribute. For paraphrasing consistency (i.e. type

Elfares et al.

"paraphrased’), we changed our entire dataset’s questions using var-
ied phrasings with the help of our LLM base model DeepSeek-V3
(cf. Appendix D for more details). For backward reasoning (i.e.
type ’backward’) and robustness (i.e. type ‘adversarial’), we gener-
ated a subset of 2000 handcrafted samples by modifying some of
our dataset samples. As is common in prior work [19, 40, 46], the
samples for the latter two subsets were chosen and independently
refined by different experts.

In the following, we briefly explain the different capabilities and
the quantitative results achieved by the LLMs. All capabilities below
were tested on the CryptoQA test split (with type ‘original’) unless
otherwise stated.
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(a) Original dataset (without DOIs: bars, with DOIs: lines)
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(b) Paraphrased dataset

Figure 2: The main evaluation metrics when prompting our
candidate LLMs with the original dataset versus the source
(as DOI) along the original dataset (Figure 2a), and the para-
phrased dataset (Fig. 2b). More comprehensive figures show-
ing other evaluation metrics can be found in Appendix I.

Factuality refers to the model’s ability to produce outputs that are
factually correct, verifiable, and consistent with established domain
knowledge or specified sources [98]. This dimension of evaluation
is particularly critical in domains such as cryptography, where ac-
curacy is essential and errors can have significant implications.

We evaluate the LLM candidates’ responses against our CryptoQA
answers. On the test set, as shown in Fig. 2a, all evaluated LLMs
remain far from achieving comprehensive coverage or accuracy
across all questions, indicating substantial gaps in their overall
cryptographic reasoning. However, Qwen2.5-72B-Instruct con-
sistently (but slightly) outperforms other LLMs (significance tested
with a Friedman test across all 15 models (y?(14) = 67.3, p < 0.001),
followed by a Nemenyi post-hoc pairwise comparisons to identify
specific differences between models (p < 0.05 for Qwen)), followed
by Deepseek-v3 and GPT-5 on average. Qwen2.5-72B-Instruct
is explicitly trained on a mixture of high-quality web data, text-
books, scientific publications, and multilingual sources, which likely
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includes substantial coverage of mathematical and cryptographic
content. Its instruction-tuning process further enhances domain
alignment by optimising the model for structured, step-by-step
reasoning, which is a skill crucial for cryptographic reasoning. Ad-
ditionally, its robust handling of non-English material (e.g. Chinese
and Arabic textbooks that integrate English cryptographic terminol-
ogy) broadens its exposure to diverse cryptographic explanations,
strengthening factual recall and conceptual generalisation com-
pared to models more narrowly tuned on general-purpose English
corpora’.

We also observe a clear source-model bias: Our empirical results
indicate that DeepSeek-V3 remains in the top-3 LLMs in our LLM-
as-judge evaluation setting. This performance disparity can be
attributed, in part, to the fact that DeepSeek-V3 was used as the
judge, introducing a potential source-model bias. This phenomenon
aligns with findings by Panickssery et al. [82], who demonstrate
that LLMs exhibit a notable preference for their own outputs dur-
ing self-evaluation tasks (e.g. LLM-as-judge). Such self-preferential
behaviour raises important concerns regarding the objectivity and
fairness of LLM benchmarking when the model used for evaluation
is also the source of the reference data. We further test with differ-
ent LLMs as judges and found the same behaviour (same rank of
LLMs) in Appendix F, hence supporting our results.

Finally, it is important to consider data-source alignment effects.
Since the dataset was generated by DeepSeek-V3, differences in to-
ken distribution, phrasing, or solution patterns may unintentionally
favour models that share similar training corpora characteristics.
Therefore, while Qwen’s superior scores suggest stronger domain-
specific reasoning, the relative performance gaps may partly reflect
compatibility with the dataset’s style rather than purely intrinsic
cryptographic ability.

Nonetheless, our results remain consistent with prior independent
research (cf. Appendix C). In particular, contemporary benchmark
studies identify Qwen2.5-72B-Instruct and DeepSeek-V3 models
as the current state-of-the-art on multitask language understanding
and mathematical tasks that most closely approximate the logical,
analytical, and symbolic-reasoning demands inherent to cryptog-
raphy (cf. Appendix C). Thus, the superior performance of these
models in our experiments aligns with their established strengths
in domains requiring advanced reasoning capabilities. In paral-
lel, recent studies reveal that a growing proportion of research
publications are being written with LLM assistance [64, 65], which
naturally appears in our dataset. Although the adoption of LLMs for
manuscript generation in cryptography remains relatively limited
[65], transparent reporting is particularly crucial when evaluating
SThis cross-linguistic behaviour can be both beneficial and problematic. While re-
taining native or domain-specific terms can enhance precision, unintended language

switching may impede comprehension. For instance, the Qwen-2.5-72b-instruct
model occasionally mixes languages in responses: 'The ancient Egyptians occasion-

ally used  (hieroglyphic substitution of symbols) to obscure meaning |[...]” where it is

good to have the original Arabic term, and 'This design ensures that the internal state
remains unpredictable and Mg LARGY 7] T2, MR IR K A2 2RI - (trans-
lating to: “and difficult to reverse-engineer, thus providing strong security guarantees”)
where it is hard to understand the meaning without translation. This behaviour likely
stems from the model’s multilingual training data and token prediction mechanisms,
compounded by the use of English technical terms in many Chinese cryptography
textbooks (not included in our dataset). These observations underscore the importance
of careful prompt design and explicit language specification, especially in domain-
specific tasks such as cryptography, where unexpected language shifts can reduce
clarity and complicate evaluation.

models on data that may be partially or fully synthesised. Nonethe-
less, as LLMs continue to advance in mathematical reasoning, such
trends may shift, underscoring the need for clearer standards of
disclosure in future research.

Furthermore, our evaluation shows that several LLM families and
their reduced-scale counterparts, such as o1 vs. o1-mini, GPT-40
vs. GPT-40-mini, and Gemini-pro vs Gemini-flash, exhibit on-par
performance. This observation suggests that model size alone is not
a decisive factor for domain-specific performance once instruction
tuning and optimisation are applied (cf. Table 1 for comparison).
Similar observations have been reported in other domains [95]
where the smaller variants present clear advantages: they are com-
putationally more efficient, require significantly fewer resources
for inference, and offer faster response times while maintaining
comparable accuracy.

Mathematical Reasoning refers to the ability of an LLM to un-
derstand, manipulate, and derive conclusions using mathematical
concepts [3], encompassing both numerical calculations [91, 92] and
symbolic representations [84]. This capability ensures that LLMs
can handle both quantitative and formal reasoning tasks, which are
critical for cryptography [15, 74].

Our results in Fig. 3 (on the same test set as before) indicate that
LLMs exhibit lower performance on mathematical questions com-
pared to word-based problems, which aligns with prior observations
reported in the literature [7, 107, 108]. A more fine-grained analysis
using different evaluation metrics reveals nuanced behaviour: lexi-
cal similarity metrics tend to yield higher scores on mathematical
questions, likely due to the restricted and highly structured vocab-
ulary inherent to mathematical expressions. In contrast, semantic
similarity metrics provide superior evaluation on word problems,
reflecting the greater variability in language and expression in these
questions, where superficial lexical overlap is less indicative of cor-
rect reasoning.

We further evaluated the performance of LLMs across different
dataset splits stratified by source and topic to investigate poten-
tial variations in model behaviour. The results indicate that ques-
tions originating from textbook sources and those belonging to
foundations topics consistently yield the highest performance.
This trend is likely attributable to the greater exposure of the LLMs
to similar content during pretraining, as textbooks and foundational
materials are more prevalent and standardised. Consequently, the
models are better able to recognise and reproduce patterns associ-
ated with these sources and topics, leading to superior performance
relative to less common or more specialised domains. Here, we
report the average performance scores across all evaluated LLMs,
as the observed differences between individual models were not
statistically significant (tested with a Friedman test (y?(14) = 12.7,
p = 0.56)).

Consistency refers to the extent to which a language model pro-
duces stable and logically coherent outputs when presented with
semantically equivalent inputs or when asked to repeat a task under
similar conditions [103]. This is particularly important for cryptog-
raphy, where reasoning often depends on precise logical structures
and deterministic procedures. We assess two types of consistencies.
Firstly, paraphrasing consistency refers to the ability of a language
model to provide logically aligned answers when the same question
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Figure 3: The averaged scores over all LLMs for the different
metadata attributes. Further metrics can be found in Appen-
dix L

is posed using different phrasings [106]. High paraphrasing consis-
tency indicates that the model captures the underlying meaning
of the input rather than being influenced by linguistic differences.
Hence, we presented the same question or prompt in multiple
phrasings and examined whether the LLM returned consistent an-
swers (cf. Appendix D for examples). The paraphrased questions
we changed were generated from our original data set with the
help of our LLM base model DeepSeek-V3 (cf. Appendix D for more
details). Secondly, self-consistency refers to the model’s ability to
generate stable and non-contradictory outputs when queried mul-
tiple times with the same prompts [2]. We tested self-consistency
by sampling multiple completions from the same prompt (of the
non-paraphrased split of the dataset) and compared the results.
We observe that all SOTA LLMs demonstrate high self-consistency,
meaning that they generate highly similar outputs when presented
with identical inputs across repeated trials (e.g. two trials in our
case, given our large-scale dataset), as well as high paraphrasing
consistency, indicating that their responses remain stable when
semantically equivalent questions are rephrased. This behaviour
suggests that these models possess strong language understanding
and semantic generalisation capabilities.

As shown in Figs. 2a and 2b, the results for the original dataset and
the paraphrased dataset are on-par. Quantitatively, we conducted
pairwise statistical comparisons of the mean evaluation metrics
between (1) answers to the original vs the paraphrased dataset
for paraphrasing consistency and (2) answers of two trials of the
original dataset (for self-consistency). Since each sample in the
first dataset corresponded directly to a sample in the second, we
applied paired statistical tests to evaluate differences in average
metric scores. Specifically, we used standard paired t-tests under the
assumption of normally distributed score differences and Wilcoxon
signed-rank tests as a non-parametric alternative when normality
could not be assumed. For all metrics, the resulting p-values were
above the 0.05 significance threshold, indicating that the differences
in mean scores between the two datasets were not statistically sig-
nificant. These results suggest that the datasets exhibit comparable
overall text quality and evaluation behaviour across metrics. This
high degree of stability across repeated and paraphrased inputs
not only reflects the robustness of the learned semantic space but
also indicates that SOTA LLMs exhibit a form of contextual invari-
ance—the ability to preserve reasoning and output fidelity despite
superficial linguistic variation.

Elfares et al.

Confidence refers to the model’s internal estimate of how likely
its generated output is correct, appropriate, or aligned with the
given prompt [70]. When a language model generates a response
token-by-token, it assigns a probability distribution over the vo-
cabulary at each step. The log-probability of the selected token
represents the model’s internal belief in the correctness or appro-
priateness of that token given the current context. Aggregating
these log-probabilities across an answer allows us to approximate
the model’s overall confidence in a given output (cf. Appendix E
for an example).

While log-probability provides a theoretically grounded measure
of a language model’s uncertainty/confidence, it is important to
recognise that many LLMs are poorly calibrated: they can assign
high confidence to incorrect outputs or low confidence to correct
ones. Prior studies [53, 55] have documented this tendency, noting
that LLMs frequently exhibit overconfidence, particularly in tasks
that require multi-step reasoning or retrieval of factual knowledge
outside the distribution of their pretraining data.

For evaluation, we compute perplexity and confidence for each LLM
wherever token-level log-probabilities are available, either through
open-source implementations or when explicitly provided by the
API provider (cf. Appendix E and Appendix I). Perplexity is calcu-
lated as the exponentiation of the mean per-token cross-entropy,
which is defined as the negative log-likelihood of each token in
the reference sequence given the preceding context. Confidence is
derived from these log-probabilities by transforming the negative
cross-entropy into a normalised score in the range [0, 1].

For models where token-level probabilities are unavailable - as
is common with closed-source APIs - we approximate perplexity
by a local, open-source autoregressive model (i.e. our base model
DeepSeek-V3). The generated text from the target model is input
into the local model to compute per-token log-probabilities and
cross-entropy, which are then used to estimate both perplexity and
a surrogate confidence score. While these approximations may not
exactly match the original model’s internal likelihoods, they pro-
vide robust relative estimates for assessing output quality, ranking
responses, and comparing uncertainty across prompts.
Furthermore, we prompted the models to self-report their confi-
dence for each generated output. However, we observed that nearly
all models consistently reported confidence values exceeding 90%,
regardless of the correctness of their responses. This overconfidence
highlights the necessity of evaluating confidence in combination
with other measures, such as factuality or consistency.
Referencing is the ability of language models to generate or utilise
intra-textual and inter-document references [21]. Intra-textual ref-
erences refer to the model’s ability to correctly reference earlier
parts of a document, such as linking a claim to a previously stated
theorem or algorithm or resolving expressions like ’as mentioned
above’ or ’as previously stated’. Inter-document references involve
citing external scholarly works, standards, or protocols, which are
essential for supporting claims and situating contributions within
the broader body of cryptographic literature. These abilities re-
main challenging to achieve for LLMs, especially in underexplored
areas [41]. Unlike prior work, which often actively filters such ref-
erences out [62], we include them, e.g.,"What is the key idea behind
Proposition 1?’ or "'What simulation tool was used to evaluate the
proposed methods?’ or ’[...] as seen in Table 2’. We then evaluate
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these questions via retrieval-augmented prompts, following [110],
by adding the source’s DOI to the question.

As shown in Fig. 2a, including the source DOI in the prompts sig-
nificantly enhanced the performance of the LLMs, particularly in
cases with explicit references, such as ’as shown in Theorem 1’ or
"according to X et al’. By providing the model with a direct pointer
to the original source, it can better contextualise the content, re-
trieve relevant factual information, and disambiguate numerical
or tabular data, thereby improving alignment with the primary
literature and reducing hallucinations. In contrast, without DOI
prompting, some of our candidate models frequently responded
with statements such as ‘T do not know’ or ‘please provide con-
text’, indicating an inability to anchor their reasoning. For example,
GPT-5 has a tendency to seek context when a DOI is not given: T
am not familiar with the specific acronyms "TLP-3" and "SIVCS" [...].
If you can provide more details or clarify the field, I might be able to
offer a more accurate response.” Although this avoids hallucinations
and acknowledges gaps, it still does not answer the question for
the user. Additionally, with DOIs, a subset of LLMs were unable
to retrieve or utilise the DOI information effectively, e.g Mixtral-
8x22B Instruct: '10.1007/978 — 3 — 030 — 00464 — 4_5 does not provide
a specific reference’, highlighting variability in source integration
capabilities across models and suggesting that explicit reference
inclusion is a beneficial but not universally exploitable strategy for
enhancing domain-specific reasoning [21].

Backward Reasoning (a.k.a. the reversal curse [13]) is a concept
that relates to how LLMs handle inverting or reversing logical,
causal, or mathematical relationships [31, 108]. Backward reasoning
proceeds from conclusion to cause, or from effect to underlying
rule. It is the inverse of forward reasoning (cause to effect).

Backward reasoning example:

Forward: Given plaintext 'THELLO’ and key 3, what is the ci-
phertext using a Caesar cipher? [Expected Answer: KHOOR]
Backward The plaintext "HELLO’ has a ciphertext ’KHOOR’ in
Caesar cipher. What key was used?

Evaluating and improving backward reasoning is critical for goal-
directed problem solving in cryptography. For instance, decrypting
a ciphertext, recovering a key, or proving a security property often
involves reasoning from the desired result (e.g., plaintext, key va-
lidity, or protocol correctness) backwards. For backward reasoning
(i.e. type ‘backward’), we generated a subset of 1000 handcrafted
samples by modifying some of our dataset samples. As is common
in prior work [19, 40, 46], the data samples were chosen and inde-
pendently refined by different experts.

Although backward reasoning remains a well-documented chal-
lenge in large language models (often referred to as the reversal
curse) [14, 22, 52, 108], our evaluation (Fig. 4) indicates that, as ex-
ceptions, DeepSeek-R1, DeepSeek-V3, Grok-4, and GPT-5 achieved
comparatively strong performance on the backward-reasoning
dataset. A likely explanation for this outcome is that the dataset pri-
marily consisted of relatively simple instances, typically involving
numbers of up to two digits, which may not sufficiently stress-test
the limits of backward inference. These findings suggest that while

certain state-of-the-art models appear capable of overcoming as-
pects of the reversal curse under constrained conditions, further
investigation with more complex and computationally demanding
examples is required to assess their robustness in realistic crypto-
graphic scenarios. Future work should therefore focus on designing
datasets with higher complexity to better evaluate the depth and
generalisability of backward reasoning in LLMs.
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Figure 4: The LLMs’ performance on our backward and ad-
versarial subsets.

Robustness refers to the ability of a language model to maintain
reliable, accurate, and coherent performance when exposed to vari-
ations or perturbations in input, such as adversarial prompts [51].
Adversarial prompts deliberately introduce ambiguity, misleading
cues, or logically inconsistent elements to stress-test a model’s rea-
soning abilities [72, 101]. These prompts are particularly effective
for evaluating the robustness of LLMs in high-stakes domains such
as cryptography, where correctness and precision are paramount.
To systematically construct adversarial prompts, we manually ap-
plied controlled perturbation techniques to existing dataset samples,
generating variants that target known failure modes in crypto-
graphic reasoning. These transformations include: (i) definition-
confusion prompts, which deliberately conflate or misuse termi-
nology to test whether the model correctly distinguishes closely
related concepts—for example: 'Q: Is AES a form of public-key en-
cryption used in secure email protocols?’, (ii) implausible primitive-
combination prompts, which pair cryptographic mechanisms that
cannot logically interact, thereby evaluating the model’s ability to
reject invalid operations, such as: ’Q: Can we use SHA-256 to decrypt
a message encrypted with RSA?’, (iii) semantic-reversal prompts,
which invert core assumptions or protocol properties to assess
the model’s ability to detect false logical implications *Q: If Alice
shares her private key publicly, what does this improve in RSA?’, and
(iv) hallucination-probe prompts, designed to expose whether the
model fabricates non-existent algorithms or mechanisms when con-
fronted with contradictory or unfamiliar terminology, such as: ’Q:
Explain how the Schnorr-Bellman—Gentry algorithm enhances SHA-
based ECC.’. By adversarially modifying authentic dataset questions
using these principled techniques, we obtain a robust adversarial
evaluation set that challenges LLMs under misleading, contradic-
tory, or structurally invalid conditions.

Similarly to the previous capabilites, we observed heterogeneous
model behaviour in response to our adversarial examples (Fig. 4).
Some LLMs generated hallucinated answers, indicating suscepti-
bility to conceptual conflation or logical traps. In contrast, other
models explicitly responded with warnings such as ’the



Schnorr—-Bellman—Gentry algorithm does not exist in the crypto-
graphic literature’ or otherwise refused to provide an answer, demon-
strating awareness of the inconsistency or impossibility embedded
in the prompt. This divergence highlights differences in model
calibration, factual grounding, and reasoning robustness, and un-
derscores the value of adversarial evaluation for assessing model
reliability and safety in domain-specific tasks like cryptography.

5.2 Qualitative Results

To establish a human baseline for comparison and evaluation, each
participant was asked to perform two tasks for a subset of crypto-
graphic questions: first, to provide their own answer to the question,
and second, to evaluate three model-generated answers correspond-
ing to three distinct LLMs, including the base model (DeepSeek-V3,
our ground truth), to assess the dataset quality. Participants were
given the option to respond with ’I do not know’ when uncertain
about an answer.

Each participant answered 20 questions in total, drawn from a
larger set of 1000 questions (following the same dataset distribution),
ensuring that responses covered a representative portion of the
dataset while distributing the workload across participants. The
evaluation involved rating each response according to predefined
criteria:

« Factual correctness: This criterion measures whether the re-
sponse contains accurate and verifiable information. An answer
is factually correct if it aligns with established cryptographic
knowledge, formal definitions, and known properties of algo-
rithms, protocols, or theorems. Any instance of incorrect termi-
nology, misidentified algorithms, or false claims (e.g., stating RSA
is symmetric) would indicate a failure in factual correctness.
Conceptual completeness: Conceptual completeness refers to
whether the answer addresses all essential components of the
question with sufficient depth. It evaluates if the response logically
follows from the premises, covers the required steps or arguments,
and does not omit important details. For example, when asked to
explain a digital signature scheme, the answer should mention
key generation, signing, and verification—not just a partial subset.
Clarity of explanation: Clarity assesses the linguistic and struc-
tural quality of the response. A clear answer is concise, coherent,
and unambiguous, using appropriate technical language without
unnecessary jargon. It should be understandable by a graduate-
level reader with a background in cryptography, facilitating com-
prehension without sacrificing precision.

Our user survey received 50 responses with (10 non-experts, 8
BSc, 22 MSc, and 10 PhD). Of all collected responses, only one non-
expert was excluded due to failure on the attention check, which
consisted of a simple two-digit addition task. Most participants (94%)
reported that they use LLM assistants daily. Other demographic
variables (e.g., age, gender, nationality) were found to be statistically
insignificant for our analysis, except for age, which correlates with
expertise. Hence, we only report expertise levels in the following.
All responses were collected anonymously and used exclusively for
the purposes of this study (cf. Appendix G for response examples).
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This form of evaluation, although limited in scale, provides in-
sights beyond traditional computational metrics by capturing nu-
anced reasoning errors and highlighting model limitations in un-
derstanding and articulating complex cryptographic concepts®.
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Figure 5: Gold Standard: The human’s and the LLM’s per-
formance on our qualitative subset by only evaluating the
answers. The first items represent each expert level, the ’PhD
(w/out IDK)’ represents the PhD holders responses when they
were certain (excluding the ’ I do not know’ responses), and
the ’Avg. Human’ represent the average performance across
all expertise levels. More comprehensive results can be found
in Appendix I
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Figure 6: The human evaluation of the LLMs as given by
the human scores when their own answer was correct repre-
sented by columns, and when their own answer was incorrect
or uncertain (the ’I do not know’ option) represented by lines.
The latter case is typically higher, indicating misleadingness
when the user does not know the answer to the question and
accepts the plausibly-sounding answer given by the LLM.

Gold Standard (i.e. human baseline). We observed that, as shown
in Fig. 5 (see LLM-as-judge), the performance of most LLMs signifi-
cantly outperforms that of BSc and MSc holders in cryptography
(tested with an independent samples t-test between avg. LLM and
the avg. of each expertise level, p < 0.05). This aligns with expec-
tations, as typical bachelor’s and master’s programs cover a broad
range of subfields within cryptography, providing students with
foundational knowledge without deep specialisation in every area.
Consequently, while BSc and MSc holders can competently answer
many questions, they are not domain experts, and LLMs achieve a
®Recruiting qualified cryptography experts willing to invest time in the study was
challenging, resulting in a limited number of expert evaluations. Nonetheless, these
assessments provide valuable contextual insight that complements our quantitative

results, offering a deeper understanding of LLM performance and reasoning within
cryptographic tasks.
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slightly higher performance across general cryptography tasks.
To assess expert-level performance, we also evaluated responses
from doctoral participants (10 PhD holders, cf. Fig. 5). We computed
the same metrics and additionally recalculated these metrics while
excluding responses labelled as I do not know’. This dual analysis
revealed that domain-specific PhD experts consistently outperform
LLMs in their areas of specialisation, demonstrating deeper concep-
tual understanding and reasoning capability. At the same time, even
expert humans are not able to answer all questions spanning the
full spectrum of cryptography subfields, highlighting the challenge
of achieving comprehensive coverage. These findings underscore
both the strengths and limitations of LLMs relative to human ex-
pertise: while LLMs perform at the level of well-trained students
across broad domains, specialised human experts retain an advan-
tage in specific areas, particularly when questions demand in-depth
reasoning or familiarity with niche cryptographic constructs.

Misleadingness. In our study, human participants evaluated LLM-
generated answers along three dimensions: correctness, complete-
ness, and clarity, while also providing their own responses to each
question. To meaningfully aggregate these evaluations, we adopted
a conditional scoring approach, as shown in Fig. 6. Specifically, for
questions where a participant’s own answer was correct, we di-
rectly aggregated their evaluation scores for the corresponding LLM
response. Conversely, for questions where the participant’s answer
was incorrect or uncertain, we computed a plausibility-based met-
ric, referred to as the ’plausible correctness/completeness/clarity’,
which captures the extent to which LLM outputs appear convincing
despite being factually incorrect.
Analysis of these conditional metrics revealed a clear trend: par-
ticipants’ domain expertise (i.e. non-experts, BSc, MSc, and PhD
holders) is inversely proportional to misleadingness. That is, experts
were less likely to overrate misleading or incorrect LLM outputs,
whereas less knowledgeable participants were more susceptible to
perceiving plausible-sounding but incorrect answers as credible.
Hence, the utility of LLMs is dependent on the user’s expertise:
individuals with strong backgrounds in cryptography are better
positioned to critically evaluate the model’s outputs. In contrast,
less experienced users may over-rely on LLM-generated content,
increasing the risk of accepting incorrect or misleading information.
Finally, our overall evaluation indicates that while LLMs can
serve as helpful assistants in cryptography, providing guidance,
explanations, and general problem-solving support, they exhibit no-
table limitations in certain domains. These observations underscore
the importance of exercising caution and critical judgment when
integrating LLMs into cryptographic workflows, an emerging trend
within the field [43, 61], and highlight the need for developing more
specialised, domain-adapted LLMs.

Dataset Generation Quality. In addition to curating data from
reliable sources, we assess the quality of the generated dataset
by conducting human evaluation on a representative subset. The
generated dataset answers (generated by DeepSeek-V3) were rated
relatively high across evaluation metrics, in Figs. 5 and 6. These
results provide empirical support for our selection of DeepSeek-V3
as the base model for dataset generation, indicating that its outputs
are sufficiently accurate and coherent to serve as a foundation for
subsequent analyses and benchmarking.
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5.3 Fine-Tuning the Best-Performing LLM

Furthermore, we finetuned Qwen2.5-72B-Instruct on the train
subset of our dataset (type = original), then ran the evaluation
again using our test set, to empirically validate that the data sup-
ports improved model performance.

The model was trained on an NVIDIA Tesla V100 SXM2 32 GB,
using a sequence block size of 1024 and a maximum input length of
2048 tokens, with mixed precision (bfloat16) to improve computa-
tional efficiency. Optimisation employed the AdamW optimiser in
8-bit precision with a linear learning rate scheduler and an initial
learning rate of 3 x 107>, Training was conducted for 20 epochs.
Importantly, this training represents only a sample fine-tuning con-
ducted without altering the model architecture or introducing any
specialised components, intended solely to demonstrate the quality
and utility of our dataset in improving model performance.

The results indicate that even this minimal fine-tuning on our
CryptoQA dataset produces a substantial improvement in model
performance, with an overall increase of 7-13% across the eval-
uated metrics. This suggests that the dataset is of high quality,
providing informative and relevant training signals. Moreover, the
effectiveness of this simple fine-tuning mirrors the way humans
improve performance through exposure to targeted practice, as
recommended in prior work [1, 44, 62, 111]: just as a human learner
benefits from focused study on domain-specific material, the model
demonstrates measurable gains when trained on specialised cryp-
tography content. These findings underscore the importance of
curated datasets and specialised training for enabling LLMs to cap-
ture cryptography-specific reasoning and knowledge.

6 Discussion

Given the observed limitations of current LLMs in performing
cryptographic reasoning tasks, we summarise our main findings,
potential future work, and limitations.

6.1 Main Takeaways

Our comprehensive evaluation of the SOTA LLMs on the CryptoQA
dataset reveals the following key insights:

+ Overall performance and expertise gap: LLMs demonstrate
strong linguistic generalisation and stable semantic understand-
ing, matching the performance of well-trained M.Sc. students
across a broad range of cryptographic problems (Fig. 5). How-
ever, they are consistently outperformed by domain experts on
questions requiring deep, specialised knowledge or advanced
reasoning. Among all evaluated models, Qwen2.5-72B-Instruct
achieves the most consistent performance advantage Fig. 2. Al-
though this edge may be partially influenced by dataset-source
biases and alignment effects, our results are well aligned with the
LLMs documented advantages in high-level reasoning domains
(Appendix C).

Strengths and weaknesses across task types: Performance
patterns indicate that LLMs excel at word-based, conceptual, and
textbook-derived questions, but struggle with mathematical and
formal reasoning tasks (Fig. 3). While all models exhibit high
consistency—producing stable outputs under paraphrasing and
repeated queries (Fig. 4)—they fall short of comprehensive cryp-
tographic reasoning and accurate numerical inference.



+ Consistency, factuality, and robustness: Across all evalua-
tions, models exhibit high consistency and paraphrase stability,
reflecting robust semantic representation and reliable linguis-
tic understanding. Furthermore, susceptibility to hallucinations
is generally low, even under adversarial testing and backward
reasoning conditions (Fig. 4). Nonetheless, differences in factual
grounding persist—particularly under more complex reasoning
setups (Fig. 2)—indicating that LLMs still struggle to maintain ac-
curacy when tasks involve implicit assumptions or cross-domain
synthesis.

Improving reliability through referencing: To mitigate errors
and enhance factual grounding, we recommend the inclusion of
explicit source references (e.g., DOIs) in prompts. This strategy
substantially improves contextualization by anchoring responses
to verifiable sources. Our experiments confirm that reference-
augmented prompting increases factual accuracy (Fig. 2a), though
not all models effectively retrieve or interpret such metadata.
Confidence calibration and user dependence: Nearly all mod-
els display pronounced overconfidence, frequently assigning high
certainty scores to incorrect answers. As such, confidence should
not be interpreted in isolation but rather evaluated alongside
accuracy and consistency. Given that most cryptographers now
incorporate LLMs into their daily workflows, their use should be
approached with caution. The utility of LLMs depends heavily
on the user’s domain expertise—expert users tend to critically
assess and contextualize outputs, while less experienced users
may overestimate model correctness (Fig. 6), leading to misplaced
trust in erroneous conclusions.

Dataset Quality: We curated content from reliable sources. Hu-
man evaluators assessed the DeepSeek-V3-generated dataset and
rated it as accurate, complete, and clear (Fig. 6), supporting its
suitability for benchmarking tasks despite the presence of source-
model biases. Furthermore, the observed improvement in LLM
performance following fine-tuning (7-13% increase in evaluation
metrics) provides additional empirical evidence that the dataset
effectively conveys meaningful training signals and is appropriate
for evaluating domain-specific model capabilities.

6.2 Implications and Future Work

While current LLMs demonstrate promising adaptability and lin-
guistic robustness in cryptographic applications, they remain con-
strained by limited formal reasoning, imperfect factual verifica-
tion, and poor calibration. We underscore the pressing need for
the development and training of domain-specific Al assistants tai-
lored to the cryptography domain along with user-aware inter-
pretability mechanisms to enable safe, trustworthy integration of
LLMs in security-critical and cryptographic workflows. Such mod-
els should be grounded in a multi-layered foundation of prerequisite
knowledge, beginning with rigorous scientific literature and struc-
tured mathematical datasets to capture the underlying theoretical
principles (cf. Section 2). This foundational layer should be com-
plemented by comprehensive coverage of general cryptographic
knowledge, such as that provided by our CryptoQA dataset. Addi-
tionally, building on our expert evaluation protocol, we suggest that
Reinforcement Learning from Human Feedback (RLHF) [113] can
be a valuable next step in refining these specialised cryptographic
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LLMs. Given the high degree of domain expertise required to assess
correctness, completeness, and clarity in cryptographic reasoning,
leveraging expert feedback during training can significantly en-
hance model reliability and performance.

Furthermore, although we sought to construct a comprehensive
dataset by integrating all reliably sourced cryptographic materials,
future research should expand beyond text-only corpora. In par-
ticular, incorporating additional modalities, such as cryptography-
specific source code, graphical representations and visualisations,
and instructional videos (e.g., lectures, demonstrations, and pre-
sentations), may further enhance the ecological validity and task
relevance of model training and evaluation in cryptographic con-
texts.

6.3 Limitations

One limitation of our current approach is the reliance on
DeepSeek-V3 for generating QA pairs. This decision was primarily
driven by the impracticality of large-scale manual annotation, given
the limited number of experts available with sufficient background
knowledge in cryptography. As discussed before, the exclusive
reliance on DeepSeek-V3 could induce model-specific biases. Incor-
porating multiple LLMs as generators could solve this issue and
enhance diversity. However, doing so would entail significantly
higher computational demands, longer processing time, and an
increased carbon footprint—factors that must be carefully weighed
in future extensions of this work (cf. Table 1). Another limitation
of our study is the relatively small size of the qualitative evaluation
sample. Similarly to the generation of QA pairs, this constraint
arises from the inherent limitations in human evaluation capacity,
particularly when assessments require domain expertise in cryp-
tography. Expert review demands careful, time-intensive analysis
of model-generated answers, making it impractical to scale to large
datasets.

7 Conclusion

We introduced CryptoQA, the first large-scale data set for evaluat-
ing LLMs in cryptography, containing over two million QA pairs
along with rich metadata. In Section 4, we evaluated state-of-the-art
LLMs perform on our new dataset CryptoQA. The LLMs performed
well on conceptual and textbook-style questions but struggled with
advanced reasoning, mathematical accuracy, and confidence cali-
bration, frequently expressing unwarranted certainty in incorrect
answers. Overall, the Qwen2.5-72B-Instruct model consistently
achieves the highest performance across our experiments.
Nevertheless, user expertise remains a critical factor for safe
deployment, as experts can contextualise outputs while novices may
over-trust them. It is, therefore, essential to continually improve
LLMs for cryptographic tasks. This can be done by training or
fine-tuning LLMs with CryptoQA. As a proof of concept, we fine-
tuned the best-performing model Qwen2.5-72B-Instruct with
CryptoQA, resulting in performance gains of 7-13%. We expect that
a deeper integration of CryptoQA into the LLM training process in
the future will lead to more significant improvements and ultimately
to the development of more reliable, expert-level Al assistants in

cryptography.
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Appendix

In this appendix, we adopt a color-coded convention to visually
distinguish the different components of our examples: red-shaded
boxes indicate prompts, green-shaded boxes denote data samples,
and yellow-shaded boxes correspond to model or human responses.

A Further Dataset Statistics

In addition to the statistics presented in Section 3, we show in
Figure 9 the dataset distribution for each metadata attribute. We
also show in Figures 7 and 8 how the dataset was split intro training
and test or subsampled for our human evaluation, respectively.

B Train [ Test

Textbook-Math
Textbook-Word
Proc-Math
Proc-Word
Book-Math

Book-Word

0%

25%

50% 75%

Figure 7: The CryptoQA’s train and test subset split (80-20),
respecting the metadata distributions
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Figure 8: The number of samples in the CryptoQA’s train, test,
and human subsets, respecting the metadata distributions
(on a log scale for visual clarity)

B QA Samples of the CryptoQA Dataset

In this section, we provide further examples of our dataset. We
provide two random QA pairs for each metadata class as follows:

B.1 Topics:
 Applications:
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Figure 9: CryptoQA’s statistics per metadata attribute

(1) Q: What is the purpose of OAEP padding in RSA?
A: OAEP ensures probabilistic encryption (same plaintext
yields different ciphertexts) and prevents attacks like cho-
sen plaintext and malleability by mixing the message with
randomness.

(2) Q: What distinguishes dot matrix 2D barcodes (e.g., OR
codes) from stacked barcodes in VC applications?
A: Dot matrix barcodes (like QR codes) use uniform dot
arrays ideal for binary VC shares, while stacked barcodes
inherit 1D limitations and are less space-efficient.

« Cryptographic Protocols:

(1) Q: What is the key-switching step in FHE-DINN, and why
is it used?
A: Key-switching converts high-dimension LWE cipher-
texts (e.g., N = 1024) to lower dimensions (e.g., n = 450)
to reduce bootstrapping costs.

(2) Q: What is the role of the identity set **ID** in the CL-Sign
algorithm?
A: **ID** binds all signers’ identities to the multi-signature,
ensuring accountability and preventing rogue-key attacks.

« Foundations:

(1) Q: What is the role of the Lagrangian parameter (i) in
kriging?
A: 1 is used in the kriging equations to ensure the sum of
weights (A;) equals 1 for unbiased estimation.

(2) Q: What is the main difference between symmetric and
asymmetric key cryptography?
A: Symmetric cryptography uses the same key for en-
cryption/decryption, while asymmetric cryptography (e.g.,
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ElGamal) requires distinct keys, enabling secure key ex-
change.

B.2 Categories:
« Math:

(1) Q: What is the spectrum entropy formula?
A: Spectrum entropy is:

k

Ai Ai
Eg = - —— log
; 25(21 Ai Z;C:l Ai

where A; are eigenvalues of the network.

(2) Q: What condition ensures full transmission (¢ = 1) in the
Fabry-Perot interferometer?
A: The condition 2kD = 7 (modulo 27t) ensures full trans-
mission, making €| =1 andn = 0.

« Word:

(1) Q: What is the purpose of the soundness’ property in trans-
ferable e-cash?
A: It guarantees that if an honest user accepts a coin during
withdrawal or transfer, others (including the bank) will
also accept it.

(2) Q: How does TinyTable compare to Yao’s garbled circuits
in malicious security?
A: TinyTable has lower communication but higher stor-
age, while garbled circuits have lower rounds but higher
computation.

B.3 Sources:
« Books:



CryptoQA

(1) Q: What is the Rényi entropy for a Laplace-distributed
random variable X ~ LP (y,%)?
A:Ry(X) = pl;;%? +L(2), where L(Z) is a term depending
on .

(2) Q: What is the fundamental principle behind neural cryp-
tography?
A: Neural cryptography uses the synchronization prop-
erty of neural networks to generate identical secret keys
between two parties (Alice and Bob) while making it com-
putationally infeasible for an eavesdropper (Eve) to derive
the key.

» Textbooks:

(1) Q: How is Euclid’s algorithm applied to polynomials?
A: Euclid’s algorithm for polynomials involves repeated
polynomial division to find the greatest common di-
visor (GCD) of two polynomials. It can also be used
to solve polynomial Diophantine equations of the form
S(z)P(z)/Pi(z) + T(z)P;(z) = 1.

(2) Q: What is the role of the General Data Protection Regula-
tion (GDPR) in location privacy?
A: GDPR classifies location data as personally identifiable
information (Article 4(1)) and highlights risks like move-
ment analysis (Recital 75), mandating safeguards for its
collection and processing.

+ Conference Proceedings:

(1) Q: What CVE was assigned to one of [Fuzzer’s findings?
A: CVE-2015-4507, a moderate-severity bug in SpiderMon-
key’s SavedStacks class.

(2) Q: What is the probability of the differential transition
1 — 8 through the TRIFLE-BC S-box?
A: The probability is 273, as seen in the DDT (Table 2).

C LLM comparison

In Table 1, we compare our LLM candidates in terms of context
length (i.e. the maximum number of tokens that the LLM can take
into account at once; e.g. a book chapter), the number of parame-
ters (i.e. the internal weights and biases the model learns during
training, active parameters are the subset of those weights that are
actually used during a single forward pass during inference), the
input and output price (according to the OpenAl/OpenRouter API
[81]), quantization (i.e. the process of reducing the precision of the
numbers (weights and activations) used in the model, in order to
make it smaller and faster to run), reasoning (i.e. the model’s ability
to follow logical steps, connect facts, and solve multi-step problems),
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and caching (i.e. the storage of intermediate values, e.g. key-value
pairs from the self-attention mechanism for later re-usage).

These are the SOTA LLM models at the time of writing this
paper. However, our dataset can be used with future LLMs. The
LLM trends can be found in OpenRouter Rankings.

We provide a short description for each LLM, along with their
performance on generic capabilities sourced from official model
cards, papers, and reputable third-party evaluations (like the Hug-
ging Face Open LLM Leaderboard [78]). We report scores on three
main datasets: MMLU (Massive Multitask Language Understanding)
[45], GSM8K (Math) [27], and HumanEval (Code) [23]. Note that
performance can vary based on the exact prompting and evaluation
setup. Hence, direct comparisons should be interpreted cautiously.

« Mixtral-8x22B Instruct [50]: Mixtral-8x22B Instruct (Mistral
Al) is a sparse Mixture-of-Experts (MoE) model. It has a total of
141B parameters (22B per expert), but only activates 12.9B param-
eters per token (using 2 out of 8 experts). This makes it as efficient
as a 13B model during inference while possessing the knowledge
and capacity of a much larger model. It was pre-trained on a
massive, multilingual corpus. The "Instruct” version is fine-tuned
using Supervised Fine-Tuning (SFT) and Direct Preference Opti-
mization (DPO). It offers an exceptional performance-to-cost ratio;
very fast inference; strong in code generation, reasoning, and mul-
tilingual tasks. It scored 77.6% on MMLU, 86.7% on GSM8K, and
74.4% on HumanEval.

Qwen2.5-72B Instruct [85]: Qwen2.5-72B-Instruct (Alibaba) is
a dense, transformer-based autoregressive model with 72 billion
parameters. It is pre-trained on a vast and diverse dataset with a
strong focus on multilingual content (high Chinese/English bal-
ance). Instruction-tuning employs SFT and RLHF. It is currently
the state-of-the-art (SOTA) performant among open-source mod-
els, particularly strong in reasoning, coding, and mathematical
tasks. Its bilingual training makes it exceptionally capable in
Chinese. It scores 86.5% on MMLU, 93.5% on GSM8K, 88.4% on
HumanEval, and 90.6% on C-Eval (Chinese).

DeepSeek-V3 [69]: DeepSeek-V3 (DeepSeek) is a massive MoE
model with 671B total parameters, but only 37B activated per
token. This is a significantly larger and more complex architec-
ture than Mixtral. It is trained on a 2 trillion token multilingual
corpus. It scores 85.6% on MMLU, 95.2% on GSM8K, and 80.5% on
HUmanEval.

DeepSeek-R1 [32]: DeepSeek-R1 (DeepSeek) is a Reasoning
Specialist Model trained specifically for complex, multi-step rea-
soning. It is fine-tuned from DeepSeek-V3 using Reinforcement
Learning (RL) on trajectories of correct reasoning (process-based
reward models). It excels at mathematical problem-solving, scien-
tific reasoning, and complex code debugging. It shows "chain-of-
thought" (CoT) reasoning by default. It scored 78.2% on MATH-500
[66] (significantly higher than its base model) and 56.1% on GPQA
Diamond (expert-level QA) [87]. Although it represents a major
shift in the open-source world towards specialized agents for
specific cognitive tasks, mirroring the "reasoning model" trend,
it is slower and more computationally expensive per token than
standard models due to its long internal "thought" process.



Table 1: Comparison of the LLM candidates

Elfares et al.

LLM candidates Context Length #Parameters Input Price Output Price  Quantization Reasoning Caching
Open-source LLMs:

mistralai/mixtral-8x22b-instruct 66K 12.9B active/141B  $0.90/M tokens  $0.90/M tokens unknown X X
qwen/qwen-2.5-72b-instruct 33K 72B $0.07/M tokens  $0.26/M tokens bf16 X X
deepseek/deepseek-chat (V3) 164K 37B active/671B $0.25/M tokens $1/M tokens unknown X X
deepseek/deepseek-r1 164K 37B active/671B $0.40/M tokens $2/M tokens fp8 v X
Closed-source LLMs:

meta-llama/llama-3.1-70b-instruct 131K 70B $0.10/M tokens  $0.28/M tokens fp8 X X
meta-llama/llama-3.3-70b-instruct 131K 70B $0.04/M tokens  $0.12/M tokens bf16 X X
openai/gpt-40 128K 70B $2.50/M tokens $10/M tokens unknown X v
openai/gpt-40-mini 128K 8B $0.15/M tokens  $0.60/M tokens unknown X v
openai/ol 200K unknown $15/M tokens $60/M tokens unknown X v
openai/ol-mini 128K unknown $1.10/M tokens  $4.40/M tokens unknown v v
openai/gpt-5 400K 635B $0.625/M tokens $5/M tokens unknown v v
x-ai/grok-4 256K 1.7B $3/M tokens $15/M tokens unknown v v
google/gemini-2.5-pro 1.05M unknown $1.25/M tokens $10/M tokens unknown v v
google/gemini-2.5-flash 1.05M unknown $0.30/M tokens  $2.50/M tokens unknown v v
anthropic/claude-3.5-sonnet 200K unknown $3/M tokens $15/M tokens unknown X v

Llama 3.1-70B Instruct and Llama 3.3-70B Instruct [4]: Meta’s

84.2% on MMMU (multimodal), and 46.2% on HealthBench Hard

Llama-3.1-70B-Instruct and Llama-3.3-70B-Instruct are dense transformer- [9]. Overall, GPT-5 excels in scientific and mathematical reason-

based models. Both are instruction-tuned versions of the 70B
parameter Llama 3.1 base model. The 3.3-70B is a more recent,
highly refined iteration with significant improvements in reason-
ing and instruction-following, demonstrating the importance of
post-pretraining alignment. They scored 82.5% (3.3) and 80.6%
(3.1) on MMLU, 92.0% (3.3) and 86.5% (3.1) on GSM8K, and 84.1%
(3.3) and 81.7% (3.1) on HumanEval.

GPT-40 and GPT-40-mini [47]: OpenAI's GPT-4o ("omni") and
40-mini are dense multimodal models (text, audio, vision) from
the ground up. GPT-4o is optimized for real-time, multimodal
reasoning with low latency. GPT-40-mini is a highly efficient
distilled version designed to be a cost-effective default model.
They scored 88.7% (40) and 82.1% (mini) on MMLU, 95.1% (40)
and 90.7% (mini) on GSMS8K, and 90.5% (40) and 76.6% (mini)
on HumanEval. They represent a move towards unified, low-
latency multimodal architectures, breaking away from separate
component models for different modalities.

01 and o1-mini [79]: OpenATI’s 01 and ol-mini are Reasoning-
optimized Models. They use a search-augmented reasoning pro-
cess, spending significantly more compute to ’think’ before pro-
ducing an answer. They move beyond next-token prediction to-
wards a deliberative process. The model is trained to use a chain-
of-thought that is scored and guided by a reward model, leading
to dramatically higher reasoning accuracy. O1 reported to exceed
95% on MATH. It sets a new SOTA on benchmarks like GPQA
(78%) [87] and AIME (Math - 83.3%) [11]. However, it is extremely
slow (latency in the minutes) and expensive compared to stan-
dard models. The ’thought’ process is often internal and not fully
visible. O1 is a paradigm shift in LLM design, prioritizing ‘right-
for-a-reason’ answers over ’fast’ ones. It validates the approach
of using process-based supervision for complex reasoning.
GPT-5 [80]: GPT-5 is described as OpenAI’s next-generation
generalist model, achieving significant improvements in reason-
ing, multimodal integration and long-context comprehension. It
scores 94.6% on AIME, 74.9% on SWE-Bench Verified (coding),

18

ing, coding, healthcare analytics, and multimodal understanding,
offering higher factual reliability and steerability than previous
OpenAl models. However, it remains closed-source, with lim-
ited transparency on training data, architecture, and alignment
methodology.

Grok-4 [104]: X-AT’s Grok-4 is a dense transformer model, sig-
nificantly larger and more capable than its predecessor Grok-1.
It is known for its integration with the X (Twitter) platform for
real-time knowledge and a distinct, humorous personality in its
responses. It scored 84% on MMLU, 90% on GSM8K, and 74% on
HumanEval.

Gemini-2.5-pro and gemini-2.5-flash [29]: Goggle DeepMind’s
Gemini 2.5 Pro and Gemini 2.5 Flash are proprietary, multimodal
(text, image, video, audio) models. Gemini 2.5 Pro uses a novel
MoE architecture, while Flash is a distilled, highly efficient version
for speed. The original Pro version scored 91.1% on MMLU, 95.4%
on GSMB8K, and 91.1% on HumanEval. It pushes the boundaries of
context length and efficient MoE design for multimodal models,
enabling entirely new applications involving long documents or
video analysis.

Claude-3.5-sonnet [8]: Anthropic’s Claude 3.5 Sonnet is a pro-
prietary dense transformer. It focuses on robust safety, reduced
refusal rates on benign requests, and strong ’steerability’. It is
known for its high "honesty’ and low rates of hallucination. It
scored 88.3% on MMLU, 96.2% on GSMS8K, and 91.5% on Hu-
manEval. It highlights the importance of model alignment and
safety as a core, differentiable feature, proving that high capability
and strong safety measures are not mutually exclusive.

D Paraphrasing metrics

The paraphrasing outputs exhibit moderate quality across eval-
uation metrics: Lexical overlap scores are consistent with partial
preservation of reference content, with ROUGE-1 = 0.560, ROUGE-2
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=0.340, ROUGE-L = 0.514, and ROUGE-Lsum = 0.516, indicating rea-
sonable structural and content alignment. The BLEU score (0.264)
is relatively low, which is expected in paraphrasing tasks where
surface similarity is not the primary goal. In contrast, METEOR
(0.567) reflects stronger semantic adequacy due to its sensitivity to
synonymy and morphological variation. Collectively, the results
suggest that the model maintains semantic fidelity while introduc-
ing lexical diversity, as shown in the examples below:

(1) Q-orig: What method does the JRTM employ to progres-
sively adjust the risk probabilities r,(;), 74 (i), Tp(i) Over
time?

Q-para: How does JRTM adjust risk probabilities
(re(i)s Tg(i)> Tp(i)) over time?

(2) Q-orig: Using the constraints a+c+d = land a’+c’+d" = h,
express how the two basis matrices My and M; in a (2, 2)-
visual cryptography scheme are related to one another.
Q-para: Derive the relationship between the basis matrices
My and M; for a (2,2)-VCS, given a+c+d = land @’ +c'+d’ =
h.

E Confidence Metrics

When a language model produces text sequentially, it predicts one
token at a time by assigning a probability distribution over the
entire vocabulary at each generation step. The log-probability asso-
ciated with the chosen token can be interpreted as a measure of the
model’s internal confidence that this token is the most appropriate
continuation given the preceding context. By summing or averag-
ing these log-probabilities across all tokens in a generated response,
we can obtain an estimate of the model’s overall confidence or
self-assessed likelihood for the complete output. This aggregated
metric provides insight into which answers the model “believes”
are more probable, enabling analyses of reliability, uncertainty, or
alignment with the input prompt.

For instance, in the following example, the model assigns higher
log-probabilities (i.e., greater confidence) to common functional
tokens such as ’the’, and lower values to content words like ’dif-
ficulty’, which admit more alternatives. The sum of all token log-
probabilities represents the model’s overall confidence in the gen-
erated answer sequence.

Confidence example:
Q: What is the primary security guarantee of the RSA algorithm?
Token | Probability | Log-probability

"The’ 0.35 -1.05

A: ‘primary’ 0.22 -1.51
* ’security’ 0.18 -1.71
“difficulty 0.40 -0.92
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F Other LLMs as Judges

To mitigate source-model bias in our evaluation, we employed other
LLMs—specifically GPT-5 and Claude-3.5-Sonnet—as judges, to-
gether with DeepSeek-V3. Because these models are likely to ap-
pear as underlying assistants in many of the papers included in our
corpus, incorporating them as evaluators reduces the risk that our
results disproportionately reflect the behaviour or stylistic tenden-
cies of a single source model (e.g. DeepSeek-V3).

Moreover, leveraging multiple high-performing models enables
cross-model validation of judgments. The evaluation outcomes pro-
duced by GPT-5 and Claude-3.5-Sonnet remained consistent with
those obtained from our primary setup. This consistency suggests
that our conclusions are robust and not an artifact of any individual
model’s inductive biases or evaluation idiosyncrasies.

As shown in Fig. 10, across all LLMs evaluated, LLM-as-judge
assessments exhibit highly consistent rating patterns. At the same
time, each LLM systematically assigns higher scores to its own
generations, a well-documented form of self-preferential bias as
shown in Section 5.
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IS o o > S ¥ § S & o NI & &
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M DeepSeck-v3 [ GPT-5 [ Claude-3.5-sonnet

Figure 10: Ratings of different LLMs as judges

G Human Evaluation

Here, we provide two sample questions from our user survey along
with two random answers from the participants:

(1) Q1: What is the significance of exponential growth in cryp-
tographic key spaces?
Participant-answer (BSc): It avoids brute-force attacks,
attackers cannot try all possible keys.
LLM-answer: Exponential key-space growth (2") means
each added bit doubles the number of possible keys, so
brute-force attack cost explodes rapidly. Thus, small in-
creases in key length yield huge security gains and keep ex-
haustive search infeasible despite hardware advances and
parallelism. Conversely, any attack that cuts this growth
(e.g., subexponential or quadratic speedups) drastically
weakens security and forces larger keys.
Correctness: 4, Completeness: 4, Clarity: 5

(2) Q2: What is the Taylor series expansion of
order 10?
Participant-answer (PhD): 1+x/2+ (x2)/2+(x%)/24+...

up to

e*—-1
x
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LLM-answer: The Taylor series expansion of exx_ L up to Rouge1l: 0.57, Rouge2: 0.40, ROUGE-L: 0.39, ROUGEL-
order 10ds: €= — 14 x 4 22 L oxt X0 X0 Sum: 0.39, BLEU: 0.43, Meteor: 0.76, BERT-precision:

v B Y 26 2471207720 75040 0.79, BERT-recall: 0.83, BERT-F1: 0.81, LLM-as-judge:
70320 + 362880 *+ 3628800 + O(x ) 0.9

Correctness: 5, Completeness: 4, Clarity: 5

Deepseek-r1: Exponential growth in cryptographic
key spaces is fundamental to security because it makes
brute-force attacks computationally infeasible. Each
additional bit in a key doubles the number of possible keys,
causing the search space to expand at an astronomical
rate. This ensures that even with vast computational
resources, an attacker cannot guess the correct key in a
reasonable amount of time.

H Sample Responses

In this section, we provide examples of responses generated by the
evaluated LLMs, accompanied by evaluation metrics that assess
their performance. We highlight some interesting cases in red.

(1) Responses of all LLMs on the same question with type 'word’:

Q: What is the significance of exponential growth in
cryptographic key spaces?

A: Exponential growth (e.g., 2" for n-bit keys) ensures
that brute-force attacks are impractical, as the number of
possible keys becomes astronomically large with modest
increases in n.

Metadata: original, word, foundations, source:
10.1007/978-3-031-59922-4_5, textbook: 978-3-031-
59922-4

Mixtral-8x22b-instruct: Exponential growth in

cryptographic key spaces is significant because it ensures
that the number of possible keys increases rapidly with
key size, making it extremely difficult for attackers to find
the correct key through brute force attacks. This property
is crucial for maintaining the security of encryption
systems, as the time and computational resources required
for an attacker to try every possible key combination
grow exponentially with key size.

Rouge1: 0.34, Rouge2: 0.18, ROUGE-L: 0.22, ROUGEL-
Sum: 0.22, BLEU: 0.08, Meteor: 0.33, BERT-precision:
0.60, BERT-recall: 0.59, BERT-F1: 0.59, LLM-as-judge:
0.8

Qwen-2.5-72b-instruct:  Exponential growth in
cryptographic key spaces is significant because it ensures
that the number of possible keys increases dramatically
with each additional bit, making brute-force attacks
computationally infeasible. This rapid expansion is crucial
for maintaining the security and integrity of encrypted
data against unauthorized access.

Rougel: 0.55, ROUGE-2: 0.42, ROUGE-L: 0.53,
ROUGELSum: 0.53, BLEU: 0.32, Meteor: 0.59, BERT-
precision: 0.75, BERT-recall: 0.78, BERT-F1: 0.77,
LLM-as-judge: 0.9

Deepseek-V3: Because key spaces grow exponen-
tially (e.g., 2" for an n-bit key), even small increases
in n cause the number of possible keys to become
overwhelmingly large, rendering brute-force attacks
computationally infeasible.
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Rouge1: 0.39, Rouge2: 0.19, ROUGE-L: 0.20, ROUGEL-
Sum: 0.20, BLEU: 0.12, Meteor: 0.25, BERT-precision:
0.79, BERT-recall: 0.83, BERT-F1: 0.81, LLM-as-judge:
0.8

Llama-3.1-70b-instruct: Exponential growth in
cryptographic key spaces means that a small increase in
key size leads to an enormous increase in the number of
possible keys, making it computationally infeasible for an
attacker to try all possible keys through brute force. This
property provides strong security guarantees, as even
the fastest computers would take an impractically long
time to exhaustively search the key space. As a result,
cryptographic systems can rely on keys of moderate size
to achieve robust security.

Rouge1: 0.25, Rouge2: 0.11, ROUGE-L: 0.16, ROUGEL-
Sum: 0.16, BLEU: 0.05, Meteor: 0.27, BERT-precision:
0.58, BERT-recall: 0.59, BERT-F1: 0.58, LLM-as-judge:
0.7

Llama-3.3-70b-instruct: Exponential growth in
cryptographic key spaces refers to the rapid increase in
the number of possible keys as the key size increases,
making it extremely difficult for attackers to brute-force
guess the key. This property is significant because it
provides a high level of security against brute-force
attacks, as the number of possible keys becomes virtually
ung guessable with even moderately sized keys. As a
result, exponential growth in key spaces is a fundamental
principle in cryptography, enabling the creation of secure
encryption systems that can protect sensitive information.
Rouge1: 0.29, Rouge2: 0.15, ROUGE-L: 0.24, ROUGEL-
Sum: 0.24, BLEU: 0.09, Meteor: 0.28, BERT-precision:
0.58, BERT-recall: 0.59, BERT-F1: 0.58, LLM-as-judge:
0.8

GPT-40 : Exponential growth in cryptographic key
spaces is significant because it vastly increases the number
of potential keys, making it computationally infeasible
for adversaries to perform brute force attacks to guess
the correct key. As the key length increases, the possible
combinations grow exponentially, thereby strengthening
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the security and resilience of cryptographic systems
against unauthorized decryption. This exponential growth
ensures that even rapid advancements in computational
power do not easily compromise the security provided by
long key lengths.

Rouge1: 0.29, Rouge2: 0.13, ROUGE-L: 0.18, ROUGEL-
Sum: 0.18, BLEU: 0.0, Meteor: 0.26, BERT-precision:
0.56, BERT-recall: 0.57, BERT-F1: 0.57, LLM-as-judge:
0.7

GPT-40-mini: Exponential growth in cryptographic key
spaces means that each added bit doubles the number of
possible keys, making brute-force attacks computationally
infeasible very quickly. This steep increase in search
complexity ensures that even modest increases in key
length massively boost security against exhaustive key
searches.

Rouge1l: 0.41, Rouge2: 0.26, ROUGE-L: 0.28, ROUGEL-
Sum: 0.28, BLEU: 0.12, Meteor: 0.40, BERT-precision:
0.66, BERT-recall: 0.61, BERT-F1: 0.63, LLM-as-judge:
0.7

O1: Exponential growth in cryptographic key spaces
means each extra bit doubles the total number of possible
keys, making brute force attacks increasingly impractical.
It forces attackers to invest exponentially more resources
to break the key as its size increases. Consequently,
properly chosen key lengths ensure long-term security.
Rouge1: 0.37, Rouge2: 0.15, ROUGE-L: 0.25, ROUGEL-
Sum: 0.25, BLEU: 0.06, Meteor: 0.32, BERT-precision:
0.65, BERT-recall: 0.62, BERT-F1: 0.63, LLM-as-judge:
0.7

O1-mini: Exponential growth in cryptographic key
spaces significantly increases the number of possible keys,
making brute-force attacks computationally infeasible. As
the key length doubles, the effort required to search the
entire key space grows exponentially, thereby enhancing
the security of cryptographic systems. This scalability
ensures that even with advancing technology, the
likelihood of successfully cracking the encryption remains
exceedingly low.

Rouge1: 0.35, Rouge2: 0.20, ROUGE-L: 0.21, ROUGEL-
Sum: 0.21, BLEU: 0.08, Meteor: 0.35, BERT-precision:
0.62, BERT-recall: 0.61, BERT-F1: 0.61, LLM-as-judge:
0.7

GPT-5: Exponential key-space growth (2") means
each added bit doubles the number of possible keys, so
brute-force attack cost explodes rapidly. Thus, small
increases in key length yield huge security gains and keep
exhaustive search infeasible despite hardware advances
and parallelism. Conversely, any attack that cuts this
growth (e.g., subexponential or quadratic speedups)
drastically weakens security and forces larger keys.
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Rouge1: 0.38, Rouge2: 0.19, ROUGE-L: 0.25, ROUGEL-
Sum: 0.25, BLEU: 0.15, Meteor: 0.4, BERT-precision:
0.61, BERT-recall: 0.68, BERT-F1: 0.64, LLM-as-judge:
0.8

Grok-4: Exponential growth in cryptographic key
spaces refers to how the number of possible keys increases
dramatically with each additional bit of key length, such
as doubling for every bit in a binary system (e.g., 2"
possibilities for an n-bit key). This makes brute-force
attacks computationally infeasible for sufficiently large
keys, as even modern supercomputers would take an
impractically long time—potentially billions of years—to
test all possibilities. As a result, it underpins the security
of modern encryption algorithms, ensuring that breaking
them requires more than just raw computing power and
instead demands sophisticated cryptanalysis or exploiting
weaknesses.

Rouge1l: 0.36, Rouge2: 0.16, ROUGE-L: 0.22, ROUGEL-
Sum: 0.22, BLEU: 0.10, Meteor: 0.39, BERT-precision:
0.57, BERT-recall: 0.71, BERT-F1: 0.63, LLM-as-judge:
0.8

Gemini-2.5-pro: Exponential growth in key spaces
drastically increases the number of possible keys with
each added bit of key length, making brute-force attacks
computationally infeasible. This ensures strong encryp-
tion, as attackers would require impractical amounts of
time and resources to try all possible keys. A larger key
space directly translates to a higher level of security for
the encrypted information.

Rouge1: 0.41, Rouge2: 0.15, ROUGE-L: 0.21, ROUGEL-
Sum: 0.21, BLEU: 0.08, Meteor: 0.35, BERT-precision:
0.62, BERT-recall: 0.62, BERT-F1: 0.62, LLM-as-judge:
0.7

Gemini-2.5-flash: Exponential growth in crypto-
graphic key spaces represents the vast number of possible
keys available. This ensures the security of encryption by
making brute-force attacks computationally infeasible,
as the time required to try all possible keys increases
dramatically. Consequently, larger key spaces effectively
protect sensitive information from unauthorized access.
Rouge1: 0.37, Rouge2: 0.17, ROUGE-L: 0.30, ROUGEL-
Sum: 0.30, BLEU: 0.08, Meteor: 0.32, BERT-precision:
0.63, BERT-recall: 0.61, BERT-F1: 0.62, LLM-as-judge:
0.7

Claude-3.5-sonnet: Exponential growth in crypto-
graphic key spaces is crucial for security because it
makes brute-force attacks computationally infeasible.
As key length increases linearly, the number of possible
keys grows exponentially (2" for n-bit keys), making it
increasingly difficult for attackers to try all possibilities.
This exponential relationship ensures that even small



increases in key length result in massive increases in
security against brute-force attacks.

Rouge1: 0.42, Rouge2: 0.29, ROUGE-L: 0.28, ROUGEL-
Sum: 0.28, BLEU: 0.09, Meteor: 0.43, BERT-precision:
0.66, BERT-recall: 0.68, BERT-F1: 0.67, LLM-as-judge:
0.7

(2) Responses of all LLMs on the same question with type ‘math’:

Q: Convert (10000)1¢ to base-8.
A: Repeated division by 8: 10000 + 8 = 1250, 1250 +~ 8 =
156, 156 +8 =19, 19+8 =2, 2+ 8 = 0.Reading
remainders backward: (23420)s.

Metadata: original, math, foundations, source:
10.1007/978-3-658-40423-9 3, textbook: 978-3-658-
40423-9

Mixtral-8x22b-instruct: The conversion from base-10
to base-8 involves dividing the base-10 number by 8
repeatedly until the quotient is 0, recording the remainders
from each division in reverse order. For (10000);9, the
divisions yield a quotient of 1250 (which leaves no
remainder) after the first division, 156 after the second
division (with no remainder), and 19 after the third
division (with no remainder), leaving a final quotient of 2
and a remainder of 3. Therefore, (10000)19 = (23000)s.
Rouge1: 0.20, Rouge2: 0.01, ROUGE-L: 0.13, ROUGEL-
Sum: 0.13, BLEU: 0.00, Meteor: 0.17, BERT-precision:
0.53, BERT-recall: 0.60, BERT-F1: 0.56, LLM-as-judge:
0.4

Qwen-2.5-72b-instruct: To convert the decimal
number (10000)1¢ to base-8, we repeatedly divide by 8
and keep track of the remainders. The process yields the
octal number (23420)s.

Rouge1: 0.22, Rouge2: 0.06, ROUGE-L: 0.19, ROUGEL-
Sum: 0.19, BLEU: 0.07, Meteor: 0.13, BERT-precision:
0.59, BERT-recall: 0.56, BERT-F1: 0.57, LLM-as-judge:
0.8

Deepseek-V3: We convert (10000);0 to base 8 by repeated
division. 10000 = 8 = 1250 remainder 0,1250 + 8 =
156 remainder 2156 ~ 8 = 19 remainder 419 + 8 =
2 remainder 32 + 8 = 0 remainder 2. Reading the
remainders from bottom to top gives (23420)g. Verification:
234203 = 2x 8 +3x8 +4x8 +2x8 +0x80 =
2X4096+3X5124+4X64+2X8 = 8192+1536+256+16 = 10000
Rouge1: 0.47, Rouge2: 0.28, ROUGE-L: 0.42, ROUGEL-
Sum: 0.42, BLEU: 0.13, Meteor: 0.60, BERT-precision:
0.64, BERT-recall: 0.80, BERT-F1: 0.71, LLM-as-judge:
1.0

Deepseek-r1: To convert the decimal number 1000019 to
base-8, repeatedly divide by 8 and note the remainders:
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10000 = 8 = 1250 remainder 0, 1250 ~ 8 = 156 remainder 2,
156 +~ 8 = 19 remainder 4, 19 ~ 8 = 2 remainder 3,2+8 =0
remainder 2. Reading the remainders from last to first
gives 23420g. Note: The answer is in base-8, as (23420)3.
Rouge1: 0.42, Rouge2: 0.14, ROUGE-L: 0.42, ROUGEL-
Sum: 0.42, BLEU: 0.09, Meteor: 0.51, BERT-precision:
0.63, BERT-recall: 0.68, BERT-F1: 0.66, LLM-as-judge:
1.0

Llama-3.1-70b-instruct: ## Step 1: To convert a
decimal number to base-8 (octal), we need to divide the
decimal number by 8 and note the remainder until the
quotient becomes less than 8.

First, we divide 10000 by 8.

## Step 2: We continue the division process with the
quotient obtained in the previous step until the quotient is
less than 8, noting the remainder at each step.

10000 divided by 8 gives a quotient of 1250 with a
remainder of 0. We continue this process: 1250 divided by
8 gives 156 with a remainder of 2, 156 divided by 8 gives
19 with a remainder of 4, 19 divided by 8 gives 2 with a
remainder of 3, and finally, 2 divided by 8 gives 0 with a
remainder of 2.

## Step 3: The base-8 equivalent of the decimal number is
obtained by writing the remainders in reverse order.

The remainders are 2, 3, 4, 2, 0, which when written in
reverse order gives the octal equivalent.

The final answer is: .

Rouge1: 0.20, Rouge2: 0.00, ROUGE-L: 0.18, ROUGEL-
Sum: 0.18, BLEU: 0.00, Meteor: 0.25, BERT-precision:
0.48, BERT-recall: 0.59, BERT-F1: 0.53, LLM-as-judge:
0.9

Llama-3.3-70b-instruct: To convert (10000);9 to
base-8, we divide 10000 by 8 repeatedly and record the
remainders. The remainders in reverse order give the
base-8 representation: 10000 divided by 8 is 1250 with a
remainder of 0, 1250 divided by 8 is 156 with a remainder
of 2, 156 divided by 8 is 19 with a remainder of 4, 19
divided by 8 is 2 with a remainder of 3, and 2 divided by 8
is 0 with a remainder of 2. Therefore, (10000)1¢ in base-8
is (23420)s.

Rouge1: 0.32, Rouge2: 0.03, ROUGE-L: 0.30, ROUGEL-
Sum: 0.30, BLEU: 0.03, Meteor: 0.26, BERT-precision:
0.59, BERT-recall: 0.63, BERT-F1: 0.61, LLM-as-judge:
0.9

GPT-40 : To convert (10000);9 to base-8, perform
successive division by 8 and record the remainders.
Dividing:

1. 10000 + 8 = 1250 remainder 0

2.1250 + 8 = 156 remainder 2

3. 156 + 8 = 19 remainder 4

4.19 + 8 = 2 remainder 3

5.2 + 8 = 0 remainder 2
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The base-8 (octal) representation, reading remainder s
from bottom to top, is (23420)s.

Rouge1: 0.54, Rouge2: 0.39, ROUGE-L: 0.54, ROUGEL-
Sum: 0.54, BLEU: 0.23, Meteor: 0.64, BERT-precision:
0.67, BERT-recall: 0.77, BERT-F1: 0.72, LLM-as-judge:
0.9

GPT-40-mini: Dividing repeatedly by 8 gives 10000 + 8 =
1250 r0,
1250 + 8 = 156 r2,

156 + 8 =19 14,
19 +8=2r3,
2+8=0r2;

reading the remainders from last to first yields

(10000)10 = (23420)s.

Rouge1: 0.58, Rouge2: 0.18, ROUGE-L: 0.58, ROUGEL-
Sum: 0.58, BLEU: 0.00, Meteor: 0.38, BERT-precision:
0.68, BERT-recall: 0.63, BERT-F1: 0.65, LLM-as-judge:
0.9

01: 10000 in decimal is 23420 in base 8.

Rouge1: 0.14, Rouge2: 0.00, ROUGE-L: 0.14, ROUGEL-
Sum: 0.14, BLEU: 0.00, Meteor: 0.04, BERT-precision:
0.56, BERT-recall: 0.39, BERT-F1: 0.46, LLM-as-judge:
0.8

O1-mini: The base-8 (octal) representation of the
decimal number 100001 is 23420g.

Rouge1: 0.17, Rouge2: 0.04, ROUGE-L: 0.17, ROUGEL-
Sum: 0.17, BLEU: 0.00, Meteor: 0.04, BERT-precision:
0.55, BERT-recall: 0.50, BERT-F1: 0.53, LLM-as-judge:
0.8

GPT-5: To convert 100001¢ to base 8, we repeatedly divide

by 8 and record the remainders:
10000 + 8 = 1250 remainder 0

1250 + 8 = 156
156 -8 =19
19+8=2
2+8=0 remainder 2
Reading the remainders from bottom to top gives:

remainder 2
remainder 4

remainder 3

1000019 = 23420g

Rouge1: 0.57, Rouge2: 0.40, ROUGE-L: 0.57, ROUGEL-
Sum: 0.57, BLEU: 0.12, Meteor: 0.51, BERT-precision:
0.63, BERT-recall: 0.76, BERT-F1: 0.69, LLM-as-judge:
1.0

Grok-4: To convert (10000)19 to base-8, repeatedly
divide the number by 8 and record the remainders: 10000
+ 8 = 1250 remainder 0, 1250 + 8 = 156 remainder 2, 156
+ 8 = 19 remainder 4, 19 + 8 = 2 remainder 3,2 -+ 8 =0
remainder 2.
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Reading the remainders from bottom to top gives (23420)s.
This can be verified as 2x8%+3x83 +4x 82 +2x81+0x8% =
10000.

Rouge1: 0.37, Rouge2: 0.12, ROUGE-L: 0.37, ROUGEL-
Sum: 0.37, BLEU: 0.08, Meteor: 0.32, BERT-precision:
0.64, BERT-recall: 0.68, BERT-F1: 0.66, LLM-as-judge:
1.0

Gemini-2.5-pro: To convert 10000 to base-8, we
repeatedly divide by 8 and record the remainders.
Performing these divisions gives remainders of 4, 2, 3, 2,
$0 (10000)10 = (23204)s.

Rouge1: 0.25, Rouge2: 0.03, ROUGE-L: 0.19, ROUGEL-
Sum: 0.19, BLEU: 0.08, Meteor: 0.26, BERT-precision:
0.63, BERT-recall: 0.56, BERT-F1: 0.59, LLM-as-judge:
0.6

Gemini-2.5-flash: To convert the decimal number
10000 to base-8, repeatedly divide by 8 and record
the remainders. The remainders, read from bottom
to top, form the base-8 representation. Therefore,
(10000)19 = (23420)s.

Rouge1: 0.23, Rouge2: 0.06, ROUGE-L: 0.17, ROUGEL-
Sum: 0.17, BLEU: 0.08, Meteor: 0.17, BERT-precision:
0.57, BERT-recall: 0.57, BERT-F1: 0.57, LLM-as-judge:
0.8

Claude-3.5-sonnet: Let’s divide 10000 repeatedly
by 8, keeping track of remainders from bottom to top:
10000 + 8 = 1250 remainder 0, 1250 +~ 8 = 156 remainder 2,
156 +~ 8 = 19 remainder 4, 19 ~ 8 = 2 remainder 3,2 - 8 =0
remainder 2. Reading the remainders from bottom to top,
(10000)10 = (23420)s.

Rouge1: 0.50, Rouge2: 0.17, ROUGE-L: 0.50, ROUGEL-
Sum: 0.50, BLEU: 0.12, Meteor: 0.38, BERT-precision:
0.67, BERT-recall: 0.68, BERT-F1: 0.67, LLM-as-judge:
0.9

(3) The effect of including the source for context:

Q (without DOI): How is the U-NOT gate related to the
quantum cloner?

Llama-3.1-70b-instruct: I am sorry but I don’t know the
answer to this question.

Rouge1: 0.04, Rouge2: 0.00, ROUGE-L: 0.04, ROUGEL-
Sum: 0.04, BLEU: 0.00, Meteor: 0.02, BERT-precision:
0.34, BERT-recall: 0.26, BERT-F1: 0.29, LLM-as-judge: 0

Q (with DOI): According to 10.1007/978-3-030-75436-5_8,
how is the U-NOT gate related to the quantum cloner?
Llama-3.1-70b-instruct: The U-NOT gate is realized by
performing a unitary transformation on the cloner’s third
output qubit, yielding the optimal approximation of the
orthogonal state with a fidelity of %



Rouge1: 0.73, Rouge2: 0.51, ROUGE-L: 0.70, ROUGEL-
Sum: 0.70, BLEU: 0.38, Meteor: 0.67, BERT-precision:
0.87, BERT-recall: 0.84, BERT-F1: 0.86, LLM-as-judge: 9
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I Comprehensive Results

The following figures present more comprehensive results, incor-
porating all evaluation metrics used in our study.
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(b) Paraphrased dataset
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Figure 11: Figures 2a to 2b represent all evaluation metrics when prompting our candidate LLMS with the original dataset, the
paraphrased dataset, and the source (as DOI) along the original dataset, respectively.
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Figure 12: The averaged scores over all LLMs for the different metadata attributes.
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Figure 13: Gold Standard: The LLMs’ as well as the human (expert)’s performance on our qualitative subset.
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